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Technical Assistance
If you have comments or questions concerning the operation of the PharmGuard® Server system (including 
the PharmGuard® Server web portal or PharmGuard® Device Reports), call the number given below or 
contact your local Smiths Medical customer service representative. Smiths Medical is available to help with 
the operation and use of the PharmGuard® Server system.

 Manufacturer:
Smiths Medical ASD, Inc.
6000 Nathan Lane North
Minneapolis, MN 55442 USA
Tel: 1 800 258 5361 (USA/CA)
Tel: +1 614 210 7300

 European Representative
Smiths Medical International Ltd. 
1500 Eureka Park, Lower Pemberton
Ashford, Kent, TN25 4BF, UK
Tel: +44 (0)1233 722100

www.smiths-medical.com    

Symbols

Consult Instructions for use

Batch code

Catalog Number

Manufacturer

Authorized Representative in the European Community
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Important Notes
Before using the features of the PharmGuard® Server software, read the User and Administrator Guide or the 
online Help available from the web portal, as appropriate for your role. 

Your facility should follow a clearly-defined process and instruct you on the proper use of the 
PharmGuard® Server web portal and the PharmGuard® Server software. This User Guide is intended to 
supplement those instructions. Perform only those procedures for which you have received training.

Specific pump models mentioned in this guide may not be available in your area. For more information, 
consult with your Smiths Medical representative.

Notes: 

• For more information about your PharmGuard® Server web portal user account, the security roles 
assigned to your user account, and information about your permissions to use the PharmGuard® 
Server web portal and its features, contact your PharmGuard® Server system administrator.

• Information provided in this User and Administrator Guide pertains only to the 
PharmGuard® Server software. For detailed instructions, specifications, warnings, warranty, and 
additional information about operating the supported pumps, refer to the information provided 
with the pumps.
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Chapter 1  Introduction

Indications for Use: The PharmGuard® Server software  (PGS) is intended to provide the 
functionality to securely gather data from and distribute data to medical devices.

This guide provides information about how to use features of the PharmGuard® Server web portal, including:

• Manage device package deployments. 

• View device connectivity.

• View Administrative and Device-Specific reports. 

• Administer and configure aspects of the PharmGuard® Server software.

Note: Depending on the role/permission that has been assigned to your user account, you may or may not 
have access to some of the features described in this PharmGuard® Server User and Administrator guide. For 
information about your user account and the permissions available to you, contact your PharmGuard® Server 
system administrator.

IMPoRTANT! Your organization should follow a clearly-defined process for administering user accounts, 
security roles and permissions, and provide proper training on features of the PharmGuard® Server web portal 
prior to providing user access and login credentials to use the PharmGuard® Server web portal.

System administrators: Reference the PharmGuard® Server Technical Deployment Guide for more detail 
about the PharmGuard® Server software components, interoperability, and configuration.
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Chapter 2  Getting Started
Typically a system administrator is responsible for setting up the PharmGuard® Server web portal user 
accounts and providing users with the URL address to access the web portal, along with user name and 
password information required to login.

Contact the PharmGuard® network administrator with any questions about user accounts.

Logging into the PharmGuard® Server Web Portal
1. Open Microsoft® Internet Explorer®.

2. In the Internet Explorer® address text box, enter the PharmGuard® Server web portal address and 
press Enter.

3. At the Login screen, enter the PharmGuard® Server username and password and click Login.

 
Figure 1   

Depending on the state of the user account (for example, if the user account is new), the system 
may be prompt for a password. For information about changing your password, see Change Profile 
Password on page 8.
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Logging out of PharmGuard® Server
The PharmGuard® Server web portal session automatically logs out if the session has been idle for an 
extended amount of time. To prevent unauthorized access to the PharmGuard® Server web portal, be sure to 
log out manually when not actively using the PharmGuard® Server.

To log out of PharmGuard® Server, click the Log out link at the upper-right of the PharmGuard® Server web 
portal.

Figure 2   

Using the Menu Bar
The PharmGuard® Server web portal menu bar provides drop-down menus to help navigate the web portal 
system, including:

Home  : Used to access frequently used reports and system links.

System Support: Used by system Administrators for system support tasks. For more information, see 
Chapter 5  Managing System Tasks, on page 33.

Asset Management: Used to manage groups, devices, and package deployments. For more information, 
see Chapter 3  Managing Devices, Groups, and Deployments, on page 14.

Reporting: Used to create Administrative and Device-Specific reports. For more information, see Chapter 
4  Creating Reports, on page 22.

My Profile: Used to configure profile preference settings. For more information, see Customizing  
PharmGuard® Server Web Portal, on page 8.

Viewing the Home page

Figure 3   

The Home page is displayed after the initial login or by clicking the Home icon  on the menu bar. The 
Home page can be customized to display the following information (Figure 3):

Report Table: Provides a list of saved reports. The Reports listed on the Home page are saved from a 
displayed report.

Quick Links: Provides a quick jump to frequently accessed information. Quick Links are set up from the 
My Preferences tab of the My Profile page. 
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Latest Updates: Lists the latest updates for the PharmGuard® Server software and User, Device, and other 
system information.

To configure the Home page, including displaying saved Reports and Quick Links, see Modifying My Home 
Page on page 10.

Customizing  PharmGuard® Server Web Portal
The My Profile tab can be used to customize the web portal settings, including:

• Manage profile information and password (My User Profile and My Password).

• Save Reports for immediate reference (My Reports).

• Set Preferences for the Home page and Site Settings (My Preferences).

Managing Profile Information and Password

Change Profile information

1. Select My User Profile from the My Profile tab.

2. Update the profile settings as desired: First Name, Middle Name, Last Name, and Email Address.

3. Click Save.

Change Profile Password

1. Select Change My Password from the My Profile tab.

2. Enter the Current Password, the New Password and then confirm the new password. All passwords 
are case-sensitive.

3. Click Change Password.

Setting Up My Reports

The My Reports page provides a place to save frequently viewed reports for quick reference. Reports can 
also be scheduled to automatically update and be delivered to specific PharmGuard® Server users.

Adding a Report

1. Click the Add a Report link found above the right end of the Report table.

2. Select a report from the Reporting page and provide the criteria for the report.

3. Click Run Report.

4. Click Save to My Reports. The Save to My Reports dialog box appears.
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Figure 4   

5. As desired, select the displayed options:

• Edit the Save As name.

• Click the check-box to Show on Home Page.

• Enter an Email address destination for the report.

6. Click Save.

Deleting a Report

1. Click the check-box next to the Report Name of the report to delete.

2. Click Delete. The Delete Items dialog box appears.

3. Click Delete to remove the report from the table.

Scheduling and Editing a Report

1. Click anywhere on the report name. The Edit My Report dialog box appears.

2. Modify the Report options as desired:

• Edit the Report Name.

• Click the check-box for Show on Home Page to display this report on the Home page.

• Click the check-box for Schedule to schedule the report. See Table 1 for Schedule options.

Table 1  Report Scheduling Options

Schedule Details

Delivery Time Specifies the time when the report is delivered.

Email Report To The email address the report is sent to.

Format The format for the report.

Recurrence Pattern

Daily Report is delivered daily. If selected,

• Provide a value in the Every x day(s) field to indicate how often you want the 
report delivered.

Weekly Report is delivered on the designated week days. If selected, 

• Provide a value in the Recurs every x week(s) field to indicate how often you want 
the report delivered.

• Select the days of the week when you want the report delivered.
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Monthly Report is delivered on the designated day of the month. If selected, 

• Pick a specific day of the month, or select a specific week and day of the month 
for delivery.

Range of Recurrence

Start Date The report will be delivered on, or after the start date based upon the defined 
Recurrence Pattern.

No end date If this option is selected, the report has no end date and will continue to be 
delivered based upon the selections in the Recurrence Pattern area.

End by The report will not be delivered after this date.

3. Click Save.

Updating My Preferences

The My Preferences page allows you to:

• Modify Site Settings, including selecting the number of rows to display on each page of a table.

• Customize the contents of the Home page.

• Select the level of System Support alerts to send to the designated administrator. 

Modifying Site Settings

The Site Setting tab of the My Preferences page provides options to customize how PharmGuard® Server 
portal tables are displayed. 

Figure 5   

Table Settings: Set the default number of items to display in a table from the Default Page Size drop-down 
list. Select All, 5, 10, 25, or 50.

Device Connections: Set the default filter to automatically include devices that have communicated with the 
server within the selected time period. Select All, Day, Week, Month, Quarter, or Year.

Modifying My Home Page

1. Select My Preferences from the My Profile drop-down menu.

2. Click the My Home Page tab.
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Figure 6   

3. Select Show My Reports check-box to display all the reports from My Reports page on the Home 
page.

4. Select Show Quick Links check-box to display frequently used links on the Home page. 

Adding a Quick Link:

a. Click Add Link.

b. Click the drop-down list at the top of the table and select a page to create a Quick Link.

Figure 7   

c. Click Save.

Deleting a Quick Link:

a. Click the check-box next to one or more Quick Links.

b. Click Delete. 

c. On the confirmation dialog that appears, click Remove.

Removing the My Reports or Quick Links Area from the Home Page:

Modify the areas included on the Home page by unchecking the check-boxes for the Show My Reports 
or Show Quick Links check-box.
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Setting System Support Preferences

Select the System Support tab from the My Preferences page to select system alerts to send to the 
designated administrator.

Note: While the functionality exists to configure alerts, the function to configure the email recipient for 
alerts is not currently supported. Therefore, any alerts configured on this tab will not be sent.

1. Select My Preferences from the My Profile drop-down menu.

2. Click the System Support tab.

3. Select an Alert from the Level drop-down menu.

4. Click Save.

Tips for Using PharmGuard® Server Tables 
The PharmGuard® Server web portal often provides information in the form of tables. The following options 
are shared across PharmGuard® Server, however these options may or may not be available for every table:

• Filtering

• Sorting

• Download List Button

Filtering Options

Figure 8   Example PharmGuard® Server Web Portal Table

Connected in the Last: Use this filter to select all devices that have communicated with 
PharmGuard® Server within the specified time period.

• This filter typically includes All, Day, Week, Month, Quarter, and Year options. 

• The default value for this filter can be customized from the Site Settings tab of the My Preferences 
page.

Table Column Filters: Use the filter fields below each table column heading to filter the displayed 
information by the column category. A filtering field is marked with the filter icon . Depending on the 
column selected, the field may require entering text or numbers or it may provide a drop-down list of 
available options.
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Sorting Options

Sort Column: Click on a column heading to sort the table using that column contents.

Sort Direction: Click on the sort icon to change the order of the column sort.

Download List Button

Download List: Use this button to download a spreadsheet file (.cvs) containing all the items shown in 
the current table.
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Chapter 3  Managing Devices, Groups, and Deployments 
Use the Asset Management page to view and manage Device Connections, Groups & Devices, Device 
Models, and Package Deployments.

Note: The available Asset Management features are determined by the user account permissions. For 
information about a user account and the permissions available, contact the PharmGuard® Server system 
administrator.

Viewing Device Connection Information
The Device Connections page is used to view the devices connected with the PharmGuard® Server and the 
number of Device Access Licenses in use. 

1. Select Device Connections from the Asset Management drop-down menu. 

The Device Connections page displays device access license information (if the user role has access 
rights to read license information) and lists the devices reporting in the selected time period.

Figure 9   

The following device information is provided for each device that has communicated with the server in 
the selected time period:

• Serial Number

• Device Type

• Group

• Asset ID

• Status

• Last Communication

• Facility

• Last Reported Location, along with the most recent date and time that the device communicated 
with the server (in local time for the server). 

Note: If the Location Services feature is in use, Last Reported Location is the location reported 
by the Location Services. If the Location Services feature is not in use, Last Reported Location 
reflects the Access Point location.

2. To change the device connection time period, click the Connected in the Last drop-down list and 
select the desired time period: Day, Week, Month, Quarter, Year, or All. The device connections list is 
refreshed based on the selection.

3. To Download a List of Devices, click the Download List button and select an option to Save or Open 
the file. The device information is provided in a .csv file.
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4. To view a summary of device utilization, click View Asset by Device Utilization Report in the upper 
right corner.

• The In Use and Not In Use status messages are sent from pumps that are online and communicating 
with PharmGuard® Server.

• The Offline status message indicates that a pump is offline and has not communicated with 
PharmGuard® Server within the set Idle Timeout setting.

Managing Groups and Devices
Use the Groups & Devices page to:

• View or create new Groups.

• View or revise connected device information.

• Assign a device to a Group. 

Devices are automatically assigned to a default Group when connected to PharmGuard® Server. Additional 
Groups can be created if desired in order to:

• Send a drug library to specific group of devices. 

• Separate devices designated for testing from operational devices.

• Send test packages (firmware or drug library) to test devices before committing the package to all 
devices in the hospital. 

IMPoRTANT! After a device has been manually added to a Group with assigned packages, the device cannot 
be deleted until it is removed from the Group. For more information, see Reassigning a Device to a New Group, 
on page 18.

Managing Groups

The following options are available for managing Groups:

• Adding a new Group 

• Modifying a Group 

• Deleting a Group

Adding a New Group

1. Select Groups & Devices from the Asset Management drop-down menu.

2. Click Groups.

3. Click Add Group.

Figure 10   
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4. Enter a name for the Group in the Groups field.

5. Enter a description for the Group in the Description field.

6. Click Save.

Modifying a Group

1. Select Groups & Devices from the Asset Management drop-down menu.

2. Click Groups.

3. Click on the row of the group to modify:

• Edit the Group name.

• Edit the Description if desired.

• Click Cancel to leave the Group information unchanged.

4. Click Save.

Deleting a Group

1. Select Groups & Devices from the Asset Management drop-down menu.

2. Click Groups.

3. Click the check box next to the Group Name.

Figure 11   

4. Click Delete.
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Managing Devices

Devices are added automatically when they are initially connected to the PharmGuard® Server. Manually 
adding devices is only necessary to set the values in advance.

The following options are available for managing Devices:

• Adding a new Device 

• Modifying Device details 

• Deleting a Device

1. Select Groups & Devices from the Asset Management drop-down menu.

2. Click Devices.

Adding a New Device

a. Click Add Device.

b. In the row for the new device, enter the following:

• Serial Number: The serial number of the device. The serial number is located on the device label 
and is assigned by Smiths Medical.

• Device Type: The type of Device.

• Group: Select a Group from the drop-down list. 

• Asset ID: The asset ID for the Device. The asset ID is assigned by the hospital.

Figure 12   

c. Click Save.

Modifying Device Details

a. Click in the row of the Device to modify any of the following:

Serial Number: The serial number of the Device.

Device Type: The type of Device.

Group: The group associated with the Device. 

Asset ID: The asset ID for the Device.

b. Click Save.
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Deleting a Device

a. Click the check box next to the Device.

b. Click Remove.

Note: If a device has been manually added to a Group with assigned packages, the device cannot 
be deleted. First reassign the device to another Group without assigned packages, then delete the 
device.

Reassigning a Device to a New Group

IMPoRTANT! When reassigning a device to a new Group, the most current package associated 
with the selected Group will be deployed to that device. Because an active deployment package 
may be downloaded by all devices that correspond to the device type for the package, it is strongly 
recommended that the package contents first be sent and validated for that specific device type prior to 
deploying the package.

Each facility should follow a clearly-defined process for validating and deploying packages.

a. Click Groups from the Groups & Devices page.

b. Click on Devices.

c. Click the check-box next one or more devices listed in the table.

d. Click Reassign. The Reassign Devices dialog box appears.

e. Select a new group from the Available Groups drop-down menu.

f. Click Reassign.

g. To confirm, enter the user account password and click Continue.
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Importing a .csv File Containing Devices

Multiple devices can be added by importing a comma separated value (.csv) file containing information for 
the devices. 

Note: The import file must have a header row representing all the properties required to fully describe a 
device. The header row must be: “AssetTag,SerialNumber,DeviceModelName,GroupName”.

For each device, the .csv file must contain the following entries, separated by a comma: 
[AssetTag],[SerialNumber],[DeviceModelName],[GroupName]

1. Select Groups & Devices from the Asset Management drop-down menu.

2. Click Devices.

3. Click Import and then click Browse.

4. In the Choose File to Upload dialog box, locate and select the device source (.csv) file, and then click 
open. 

5. Click Upload.

If there is an error in the .csv file, an error message is displayed and the devices are not imported. If 
there are no errors, the devices are added. The Groups & Devices page lists the new devices.

Viewing Device Models
Select Device Models from the Asset Management drop-down menu to view the Device Models installed on 

PharmGuard® Server.
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Managing Package Deployments
Use the Package Deployment page to Add, View, and Stop package deployments. A package file (.cpkg) 
contains data, such as device configuration or firmware, specific to an installed device model for the 
PharmGuard® Server.

Notes:

• Packages are deployed to devices using the PharmGuard® Server web portal, but are not created 
by the PharmGuard® Server. For information about creating packages for devices that can be used 
with the PharmGuard® Server, refer to the manufacturer documentation for the device or for the 
software used to create data packages for the device. Device manufacturers may also provide 
packages containing device firmware updates.

• The PharmGuard® Repository (PGR) database contains configuration information about other 
PharmGuard® Device Specific Reports and health system interoperability products. Be sure 
to backup the PharmGuard® Repository database before and immediately after installing or 
upgrading other PharmGuard® Device Specific Reports and interoperability products. For more 
information, see the PharmGuard® Server network administrator.

IMPoRTANT! Because an active deployment package may be downloaded by all devices that correspond 
to the device type for the package, it is strongly recommended that the package contents first be sent and 
validated for that specific device type prior to deploying the package.

Each facility should follow a clearly-defined process for validating and deploying packages.

Uploading Packages

1. Select Package Deployment from the Asset Management drop-down menu. All previously-
deployed packages, if any, are listed.

2. Click Add Package.

3. Click Browse and locate the package file. 

4. Select the package file and click open.

5. Click Upload. 

After the package file is read, information about the package is displayed in the Packages table. 

Deploying Packages to Groups

1. Select Package Deployment from the Asset Management drop-down menu. All previously-
deployed packages, if any, are listed.

Note: If there is already an existing, active package deployment of the same Package Type for the 
device model selected, stop the existing deployment before deploying the new package. For more 
information, see the Stopping a Deployment on page 21.

2. Click View/Deploy for the package. The Deployment Package information is displayed.

3. If the information for the package is correct, click Deploy to deploy the new package.

4. Select the Groups for package deployment. The package will be deployed to all devices in the 
selected Groups. 

5. Enter a name for the Deployment and specify a start date.

6. Click Deploy. 
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A Password Required confirmation dialog box appears. 

7. To confirm, enter the user account password, and then click Continue.

After you confirm the package deployment, the name of the newly-deployed package displays in the 
Deployments list with a Status of Active.

Note: The time at which an individual device receives a package may vary depending on the status 
of the device connectivity to the Medical Device Server (MDS) and the interval at which the device 
communicates to the MDS. To confirm whether a package has been received by the individual 
devices associated with the package deployment, check each device. 

Additional deployment information can be viewed by clicking on View Package Deployment Report. 
For more information about this report, see Package Deployment Report on page 31). 

Note: The application of packages received by a device is specific to the device model and the 
contents of the package. For instructions and information about applying contents of packages to 
individual devices, consult the documentation for the specific device and deployment package. 

8. To download a .csv file listing the packages, click Download List. 

9. Select Open or Save as desired.

Stopping a Deployment

Stopping a package deployment discontinues the package deployment for the associated devices. 

Note: When stopping a package deployment, no changes are made to any device that has already 
received the package.

1. Select Package Deployment from the Asset Management drop-down menu. All previously-
deployed packages are listed.

2. Click View/Stop for the deployment package you want to stop. The Stop Deployment dialog box 
appears.

3. Click Stop.

A Password Required confirmation dialog box appears. 

4. To confirm, enter the user account password and click Continue.
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Chapter 4  Creating Reports
The Reporting page of the PharmGuard® Server web portal is used to view:

• Administrative reports that provide information on activity tracking, asset management, device 
events, and package deployment. 

• Device-specific reports that have been installed for a particular device model. 

Notes: 

• The available Report features are determined by the user account permissions. For information 
about a user account and the permissions available, contact the PharmGuard® Server system 
administrator.

• For more information about each device report, click Report Help from the Enter Criteria page.

Shared Report options

Printing Reports 

After a report is run, it can be printed to any locally connected or network printer.

Note: The first time Print is selected for a report, the client print control dialog box prompts for the SQL 
Server Reporting Services add-on for the browser. Depending on the configuration, confirm the installation 
by clicking Yes. After installing the add-on, print reports will be enabled.

1. Click the Print icon  found on the Report Tool Bar above the report. 

2. From the printer dialog box, choose the desired printer and printing options. 

3. Select Print.

Notes: 

• Depending on the report content, some reports may need to be printed in landscape orientation 
for report content to print appropriately. See the printer dialog box to set the Printing preferences 
for your specific printer. 

• Depending on the report content, the number of printed pages may be higher than the number of 
pages displayed in the report viewer window.
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Exporting Reports  

After a report is run, it can be exported and saved to various file formats for offline viewing and other 
purposes. Available formats include:

• XML file with report data

• CSV (comma delimited)

• Adobe® Acrobat® (PDF)

• Microsoft® Excel®

• Microsoft® Word®

1. Click the Export icon  found on the Report Tool Bar above the report.

2. Select the desired export file format from the drop-down list. A dialog box appears.

3. Select whether to open or save the file. If saving the file, select a location for the file.

Notes: 

• XML and CSV formats support text only and are not appropriate for exporting reports with charts. 
Also, some reports exported to Microsoft® Excel® may require manual formatting in Excel® to 
provide the desired visual results.

• Depending on which version of Microsoft® SQL Server® you are using, exporting reports to 
Microsoft® Excel® with over 65,536 rows may not be possible and may result in an error.

• When exporting to CSV, if there is a “Total” row, this row will show up as extra columns and the 
value will be repeated for each row.

• Your system administrator may not allow some export formats from the underlying reporting 
system. Also, some export formats may be enabled by your system administrator that do not 
work appropriately for exporting reports from the PharmGuard® Server web portal. For more 
information, contact your PharmGuard® Server system administrator.

• If you are exporting a large report to PDF, you may need to adjust the SSRS Report Manager Report 
Timeout property by setting the value to Do not timeout report. By default, the timeout is set to 
1800 seconds (30 minutes). Any report that takes longer than 30 minutes to export to PDF will 
require the Report Timeout to be set to Do not timeout report.

Saving Reports

Clicking the Save to My Reports button at the top of any report will add a report to the My Reports page. 
Once saved, the selected report displays on the My Reports page and optionally on the Home page. When 
saving a report to My Reports, you have the option to save the report by a different name.

1. At the top of the Report page, click Save to My Reports. The Save To My Reports dialog box displays.

2. Confirm the following information and edit if needed:

• Save As: Name of the report

• Display on home page

• Email address

3. Click Save. The saved report is added to the My Reports page.
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Scheduling a Report

Once a report has been saved to My Reports, you can also schedule a recurring job to run the report. A 
scheduled job lets you set up a job to be run daily, weekly, or monthly for a specified date range. You can 
select the desired output format and enter the email where you would like the report sent.

1. Select My Reports from the My Profile drop-down menu.

2. Click on the name of the report to schedule.

Figure 13   

Note: The cursor does not change to an arrow. Simply click on the text of the name.

The Edit My Report dialog box displays.

Figure 14   

3. Click the Schedule check-box.

The Edit My Report screen expands displaying the scheduling detail options.

Figure 15   

4. Enter the scheduling details and select Save.

About Administrative Reports
The PharmGuard® Server administrative reports are grouped into four categories:
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• Activity Tracking

• Asset Utilization

• Device Event History

• Package Deployment

Figure 16   

Note: Use the toolbar options in the report window to browse the report contents, search for text within 
the report, export the report, save, or print the report.

Note for System Administrator: Values related to time intervals in the Asset Utilization by Device, Asset 
Utilization by Time, Event History Trending, and Event History reports are calculated by the SQL Agent 
job ‘PharmGuardRepository PGR Aggregate Update’ which is scheduled for execution daily at 12:15 AM. 
To change the job schedule, see Microsoft article: “Schedule a Job” at http://msdn.microfost.com/en-us/
library/ms191439.aspx 

To Generate a report

1. Select Administrative from the Reporting drop-down menu.

2. Select the desired report from the list of reports.

3. Enter the selection criteria for the report.

4. Click Run Report.

Note: if desired, Click the Save to My Reports button.

Activity Tracking Reports

The Activity Tracking reports are described in Table 2. The displayed results are based on the selected report 
criteria.

Table 2 Activity Tracking Reports

Report Name Description

Administrative Tracking 
Events

This report displays an ordered list of administration-related events with information 
about security events that have occurred in a table.

Date & Time: The date and time the event occurred, in the server local time.

Tracking Code The codes are used to identify types of tracking events. See Table 3 for codes.

Source The name of the application that generated the event. For example, if the source of the 
event is a Medical Device Server instance, Source displays as MDS:servername

Message A detailed description for the event/code

Administrative Tracking 
Trending

This report shows the number of administration-related tracking events that have 
occurred over time, including event trending and distribution in a column graph.
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Report Name Description

Date & Time: The date and time the event occurred, in the server local time

Column Graph To view event details, click on the colored bar in the graph to open the Administrative 
Tracking Events report.

User History This report provides information about the PharmGuard® Server web portal user activities.

Date & Time: The date and time the event occurred, in the server local time.

Tracking Code The History Event Identification Code used to identify types of history events. See Table 4 
for codes.

User The username of the user performing the activity.

Message A detailed description for the event/code.

Table 3 Tracking Event Codes

Code Tracking Event

AT003 Medical Device Connection Failure

AT013 Medical Device SSL Connection Error

AT021 Devices Capacity Warning  

AT022 Client Capacity Warning

AT023 Device Capacity Exceeded

AT032 Metadata Data Type Id Missing 

AT033 Invalid Device Model Type

AT041 Response Transmit Failure

AT042 Thread Execution Failure 

AT043 Login Failure

AT044 Login Failure (User Locked)

AT045 Login Success

AT046 Logout Success 

AT047 Package Integrity Check Failed

AT048 Package Applied

AT049 Package Transfer 

AT050 New Package Notification

AT053 Time Request Failed

AT054 Update Package Statistics Failed

AT055 Package Integrity Check Failed

AT056 User Account Disabled  

AT057 Password Expired

AT058 User Account Locked

AT059 New Package Upload Success

AT063 Product License expired

AT065 Package Request Failed: Requested Package Not Found

AT066 Package Request Failed: Package Data Error

AT067 Package Request Failed: Package Request Handler Error
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Code Tracking Event

AT069 Package Info Failed: Requested Package Not Found

AT070 Package Info Failed: Package Request Handler Error

AT072 Application Request Failed

AT073 Plugin Failed to Start

AT074 Plugin Failed to Stop

AT075 Data Store Failure

AT076 Internal Error

CO001 DataStage Update Failure

CO002 Device Registration Failure

CO003 Msg Failed Validation 

CO004 Device Message Read Request Failed

CO005 PGS Incompatible

CO006 Unsupported Metadata Type

CO007 PGI Ensemble License Near Expiration

CO008 PGI Ensemble License Expired

CO009 Internal Processing Error

CO010 Payload Send Failure

CO011 No HL7 Connections Configured

CO012 No Message Types Configured

CO013 No Configuration Section Specified

CO014 Unexpected error processing message

CO015 Saved state file is corrupt

CO016 Crash detected on the previous run of the server

CO017 Unable to save state data

CO018 Failure attempting to recover state

CO019 State recovery succeeded

CO020 Starting with no existing infusion state data

CO021 Connection error

CO022 Authentication configuration error

CO023 Data Store Failure

CO024 Device message gap detected

CO025 AMU Error

CO026 No AMU Libraries found

CO027 Unable to load library

DR001 PDR Event ETL Job Succeeded

DR002 PDR Event ETL Job Failed

DR003 PDR Archive ETL Job Succeeded

DR004 PDR Archive ETL Job Failed

DR005 PDR Event Set Corrupt
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Code Tracking Event

DR006 PDR Invalid Message Received

DR009 PDR Undefined Alarm Type Received

DR100 Unexpected error

DR101 Unexpected error processing message  

DR102 Database Access Error

DR103 Unsupported Device Type

Table 4 History Event Identification Code

Code History Event

HC001 Login Success

HC002 Logout Success 

HC101 Role Created

HC102 Role Updated

HC103 Deleted Role

HC151 User Created

HC152 User Modified

HC154 User Password Changed

HC171 Package Deployment Started

HC174 Package Deployment to 
Device 

HC191 Device Group Added

HC192 Device Group Modified 

HC193 Device Group Deleted

HC194 Device Group Assigned 

HC195 Device Group Moved

Asset Utilization Reports

The Asset Utilization reports are described in Table 5. The displayed results are based on the selected report 
criteria.

Table 5 Asset Utilization Reports

Report Name Description

Asset Utilization by Time This report contains information about the devices in use and the hours of use based 
upon the selected trending interval. To view Asset details, click on the colored area in the 
graph to open the Asset Utilization by Device report.

Day Date of device use.

Devices in Use: The number of devices in use displayed by month.

Hours of Use The hours of use for devices displayed by month.

Asset Utilization by 
Device

This report contains information about devices and events. The information is broken 
down by group and facility.

Device Type The type of device.
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Report Name Description

Serial Number The serial number of the device.

Group The group associated with the device. 

Facility The name of the facility associated with the device or device event based on Access Point, 
IP Range, or RTLS, depending on system configuration.

Hours of Use Displays hours of use for the last 30, 60, 90, 180, and 360 days.

Asset Groups This report contains information about the groups for each of the devices and is grouped 
by device type.

Device Type The type of device.

Group The group associated with the device. 

Serial Number The serial number of the device.

Asset ID The asset ID associated with the device.

Library The library used by the device.

Revision The revision of the library.

Last Communication Date and time of last communication with the device.

Facility The name of the facility associated with the device or device event based on Access Point, 
IP Range, or RTLS, depending on system configuration.

Location The location associated with the device.

AP Name The name of the wireless access point if one is associated with the device.

Asset Group History This report contains information about the devices, by device type, and the groups they 
have been a part of for the defined time period.

Device Type The type of device.

Group The group associated with the device. 

Start The start date and time in the server local time.

End The end date and time in the server local time.

Assets by Facility This report contains information for each device type and groups them by facility in a 
column graph and table format.

Device Type  The type of device.

Device Count  The device count for the facilities by device type.

Facility The name of the facility associated with the device or device event based on Access Point, 
IP Range, or RTLS, depending on system configuration.
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Device Event History Reports

The Device Event History reports are described in Table 6. The displayed results are based on the selected 
report criteria.

Table 6 Device Event History Reports

Report Name Description

Event History This report contains information about the devices in use and the hours of use based 
upon the selected trending interval. To view Asset details, click on the colored area in the 
graph to open the Asset Utilization by Device report.

Device Type The type of device.

Serial Number The serial number of the device.

Asset ID The asset ID of the device.

Date & Time The date and time (as set on the device) at which the device event was generated.

Class The event class associated with the device.

Trigger The event trigger type (for example: Update)

Message A description of the event that occurred on the device.

Event Data Additional information about the event.

Facility The name of the facility associated with the device or device event based on Access Point, 
IP Range, or RTLS, depending on system configuration

Location The location associated with the device.

AP Name The name of the wireless access point associated with the device.

Event History Trending This report contains information about device event trending and distribution in a column 
graph. It shows the number of device related events grouped by event class that occurred 
over the selected time period.

Device Type The type of device.

Event Count Number of events.

Event Class The graph includes the Event Classes selected (Alarm, Fault, Maintenance, Power, 
Telemetry, Therapy, or Therapy Change). 

Device Maintenance This report contains information about maintenance performed on the devices and 
information about packages that have been applied to devices. 

Device Type The type of device.

Serial Number The serial number of the device.

Asset ID The asset ID associated with the device.

IP Address The IP address of the device.

Mac Address The MAC address of the device.

PM Date The date and time, as set on the device, at which Preventive Maintenance is due. When the 
date is past due, this date is displayed in red and “Maintenance Past Due” is displayed.

Application The type of software (defined by the device) that is currently running on the device.

Version The version of the Application.

Name The name of the .cfw file.

Revision The file revision.

Facility The name of the facility associated with the device or device event based on Access Point, 
IP Range, or RTLS, depending on system configuration

Location The location associated with the device.

AP Name The wireless access point associated with the device.
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Report Name Description

Fault Totals Summary This report contains information about Fault Types and total event counts grouped by 
Device Type.

Device Type The type of device.

Serial Number The serial number of the device.

Asset ID The asset ID of the device.

Event Count The total number of events related to the specific Fault Type for the device.

Fault Type The device-specific message associated with the fault.

Facility The name of the facility associated with the device or device event based on Access Point, 
IP Range, or RTLS, depending on system configuration

Location The location associated with the device.

AP Name The name of the wireless access point associated with the device.

Package Deployment Report

The Package Deployment report is described in Table 7. The displayed results are based on the selected 
report criteria.

Table 7 Package Deployment Report

Report Name Description

Package Deployment This report contains information about deployed packages. The report is grouped by 
device type.

Device Type The type of device.

Type The deployment type (for example, Firmware).

Version The package version.

Revision The package revision.

Serial Number The serial number of the device.

Asset ID The asset ID associated with the device.

Notification The date and time of the notification.

Transfer Start The date and time when transfer began.

Transfer End The date and time when transfer ended.

Applied The date and time the deployed package was applied.

Facility The name of the facility associated with the device or device event based on Access Point, 
IP Range, or RTLS, depending on system configuration

Location The location associated with the device.

AP Name The wireless access point associated with the device.
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Creating Device Specific Reports
For complete information about the device reports available with PharmGuard® Server, see the 
PharmGuard® Device Reports User Guide or the provided online Help.

1. Select Reporting from the menu bar of the Home page. The Reporting page appears.

2. Select the desired device report collection to view a list of available reports.

3. Click the name of the report.

4. Enter the desired report criteria.

5. Click the Run Report button. 

Note: The Run Report button does not appear if no data is available for the selected report criteria. 
Select an appropriate Time Period or other report criteria until the Run Report button appears.

6. Select the Print or Export options if desired. 
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Chapter 5  Managing System Tasks
PharmGuard® Server system administrators (and other users given the appropriate role/permission) can 
access and use the System Support page to perform the following tasks:

• Install a PharmGuard® Server license, see page 33.

• Manage server settings, see page 34.

• Create facilities to associate with wireless access points, see page 34.

• Assign names and indicate locations for wireless access points, see page 35.

• Manage password policy, see page 37.

• Configure LDAP server and user attributes, see page 38.

• Create and manage users, see page 39.

• Create and manage user roles and system access rights, see page 39.

Note: Follow a best practice procedure by backing up the PharmGuard® Repository (PGR) database 
before and immediately after installing or upgrading products for PharmGuard® Device Reports (PDR) or 
PharmGuard® Interoperability (PGI). Consult with the database administrator for specific procedures.

Installing the PharmGuard® System Server License
A license file for the PharmGuard® Server system must be obtained from Smiths Medical and installed from 
the PharmGuard® Server portal before using PharmGuard® Server.

• This license allows a specified number of devices (as determined by the license) to communicate 
with the PharmGuard® Server system. 

• The license specifies which PharmGuard® Server system components and features are enabled. 

1. Select License from the System Support drop-down menu.

2. Click Install New.
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3. The Install New License dialog box appears. Click Browse.

4. In the Choose File to Upload dialog box, locate and select the license file (*.xlic), and then click open.

The path to your selected license file is displayed. 

5. Click Upload.

If the license is valid, information about the license and its associated server features are shown

6. Click Install. 

7. When prompted to confirm the installation, click oK.

Note: Note: After installing a license, you will need to start (or restart) the Internet Information Services (IIS) 
service using the Internet Information Services (IIS) Manager in Windows Control Panel. This must be done 
on the system running the PharmGuard system web application.
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Managing Facilities and Access Points
The Facilities & Access Points page allows system administrators to perform the following tasks.

• Assign names to wireless access points in use by devices.

• Assign names to facilities.

• Associate an access point with a facility.

• Optionally provide a description for the location of access points.

Note: By associating this information with a MAC address for a specific wireless access point, meaningful 
information can be provided in reports that include access point information. Although it is helpful to 
provide this information for reporting purposes, it is not required to set up or use access points for devices.

Managing Facilities

Use descriptive facility identifiers that can be associated with wireless access points or with ranges of IP 
Addresses. The Facilities & Access Points page displays a list of any facility identifiers that were previously 
added in the PharmGuard® Server web portal. 

Use the Facilities & Access Points page to Add, Modify, or Delete facility information.

1. Select Facilities & Access Points from the System Support drop-down menu.

Adding a New Facility with Real-Time Location Services or Location by Access Point Feature 
Enabled

a. Click Add Facility.

b. Type a name for the facility.

c. Click Save.

Adding a New Facility with Facility by IP Location Feature Enabled

a. Click Add Facility.

b. Enter the following information about the new facility:

 Facility: Choose a Facility to associate with the IP Address Range. 

 Start IP Address: Enter a valid IPv4 or IPv6 IP address less than End IP Address.

 End IP Address: Enter a valid IPv4 or IPv6 IP address greater than Start IP Address.

 Location: (Optional) Enter location for the facility.

c. Click Save.

Deleting a Facility

Note:  A facility cannot be deleted if it is associated with any access points or any pump event data.

a. Select the check-box for the Facility to delete.

b. Click Delete. 

c. Click oK on the confirmation message.

Managing Access Points

Use the Facilities & Access Points page to Add, Import, Modify, or Delete an access point.

1. Select Facilities & Access Points from the System Support drop-down menu.

Adding a New Access Point
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a. Click Add Access Point.

Figure 17   

b. Enter the following information about the new access point:

MAC Address: Enter the MAC address for the access point in the format XX:XX:XX:XX:XX:XX. 
MAC addresses may contain only hexadecimal characters [0-9, a-f, A-F]. The MAC Address for 
your access point may be found somewhere on your access point hardware or software. See the 
information that came with your access point hardware for more information.

AP Name: Enter the name for the access point.

Facility: Choose a Facility to associate with the access point. For information on adding facilities, 
see Adding a New Facility, on page 35.

AP Location: (Optional) Enter the name of the location where the access point resides.

c. Click Save.

Modifying Information for an Existing Access Point

a. Click Access Points to display the Access Points table if not already displayed.

b. Click the name of the access point you want to modify.

c. Modify the AP Name, Facility, and AP Location fields as desired. 

d. Click Save.

Deleting an Access Point

a. Select Facilities & Access Points from the System Support drop-down menu.

b. In the Access Point area, locate the access point that you want to delete, select its check box, and 
then click Delete.

c. Click Delete on the confirmation message that appears to remove the access point.

Importing Access Points

Multiple access points can be added by importing a comma separated value (.csv) file containing 
information for the access points. Prior to importing access points, ensure that any Facility identifiers 
contained in the .csv file are added in the Facilities section of the Facilities & Access Points page.

Note: The import file must have a header row representing all the properties required to fully describe an 
access point. The Header of the csv must be: “MAC,Name,Facility,Location”. For each access point, the .csv file 
must contain the following entries, separated by a comma:

[MACAddress],[AccessPointName],[Facility],[Location]

Importing Access Point Information Contained in a .csv File

1. Select Facilities & Access Points from the System Support drop-down menu.

2. Click Import.
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3. Click Browse.

4. In the Choose File to Upload dialog box, locate and select the access point source (.csv) file, and then 
click open.

5. Click Upload.

Note: If there is an error in the .csv file, an error message is displayed and the access points are not 
imported. If there are no errors, the access points are added, and the Access Points table lists the new 
access points.

Setting the SMTP Server
Using the tools available from the System Maintenance section of the System Support page, PharmGuard® 
Server system administrators can update the SMTP Server settings for the PharmGuard® Server web portal. 

1. Select SMTP Server from the System Support drop-down menu.

Figure 18   

2. Change the SMTP Server settings as appropriate.

3. Click Test Connection.

Setting the Password Policy
Using the tools available from the Authentication section of the System Support page, PharmGuard® Server 
system administrators can set the password policy that applies to users of the PharmGuard® Server web 
portal. 

1. Select Local Password Policy from the System Support drop-down menu. The current password 
policy settings are displayed.
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Figure 19   

2. Set the password policy as desired. For a description of the password policy settings, see Appendix A  
Password Policy Settings, on page 42.

Note: To set all password policy settings to the defaults, click Reset to Default.

3. Click Save.

Configuring the LDAP Server and User Attributes
PharmGuard® Server system administrators can configure the LDAP server for the PharmGuard® Server web 
portal. 

Configuring the LDAP Server

1. Select LDAP Configuration from the System Support drop-down menu.

Figure 20   

2. Select Enable LDAP Logins to enable LDAP Logins on the system.

3. Enter the Server Name or IP address for the LDAP Server.

4. Enter the Port for the LDAP Server. The default is 389.

5. Select the Security type. The default is None.

6. Enter the Bind DN for the LDAP server (for example, ou=testing). 

Note: The syntax for writing a DN varies depending upon which LDAP server you are using.

7. Enter the Bind Password.

8. Enter a Response Timeout. This is how long (in seconds) the system will wait to get a response from 
the LDAP server. The default is 5 seconds.

9. Click Test Connection to verify server connectivity.

10. Continue to enter the user attributes for the LDAP server. 
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Note: LDAP users must be assigned to at least one role. Actual configuration of users is performed on 
the LDAP server.

Configuring the LDAP User Attributes

1. Enter the Base DN for the LDAP Server to identify where the LDAP users are located on the LDAP 
server. 

Note: The syntax for writing a DN varies depending upon which LDAP server you are using.

2. Enter the attributes for:

• Username

• First name

• Middle name

• Last name

• Email Address

3. Click Save.

Managing Users
PharmGuard® Server system administrators can create and modify local and LDAP user accounts for the 
PharmGuard® Server web portal. 

Creating a New Local User Account

1. Select Users from the System Support drop-down menu. The current list of user accounts is 
displayed. 

2. Click Add and select Local User.

Figure 21   

3. For the new user, complete the following fields:

Username, First Name, Middle Name, Last Name, Email Address, Password, Confirm Password 
(passwords are case-sensitive)

4. Enter the Status (Enabled, Disabled, or Locked).
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5. Click the appropriate check-box for the User Account Security Policy.

Change Password Required at Next Logon: Select this option to force the user to change their 
password after logging into the PharmGuard® Server web portal for the first time.

Disable Account Lockout: Select this option if you do not want the user to ever be locked out due to 
successive failed login attempts.

Password Never Expires: Select this option to specify that the current password never expires. This 
option overrides the system password policy setting for this user account.

6. In the Roles list, click to select at least one security role to assign to the user (if an appropriate role has 
not been created, modify the user account to add or change role assignments later).

7. Click Save.

Managing Roles
PharmGuard® Server system administrators can create and manage roles for the PharmGuard® Server web 
portal. These roles, when applied to specific user accounts, determine the areas and functions that users can 
access and use. 

The PharmGuard® Server comes with several default roles pre-defined upon installation. The PharmGuard® 
Server system administrator should evaluate these default roles to determine whether or not the default 
roles and their assigned access rights should be used as-is, modified, or deleted entirely. 

Creating a Role

1. Select Roles from the System Support drop-down menu. The current list of roles is displayed. 

2. Click Add Role.

Figure 22   

3. Enter the following:

Role: The name of the role.

Description: Enter a description explaining the purpose of this role.

Members Assigned to this Role: If desired, click to select which user accounts to apply the new role. 

4. Click View/Edit Role Permissions to assign the desired system-resource access rights (Read, Write, 
Create, Delete, Full Control) to the new role. 

5. Click the name of the desired application to assign access rights for items or functions for that 
application.

If not already displayed, click the category to expand the subcategories and assign access.
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For example, to assign Read, Write, Create, and Delete access rights to all reports in the Administrative 
Reports category, select the All check box in the column header.

Figure 23   

6. Click Save.

Modifying a Role

1. Select Roles from the System Support drop-down menu. The current list of roles is displayed (if your 
Roles list is extensive, you can use the filters to quickly locate a role). 

2. In the Role column, locate and click the role you want to modify.

3. Change the Name and Description of the Role if desired.

4. Add or remove members for the Role. 

5. Click View/Edit Role Permissions to edit the permissions for the role.

6. Click Save.

Deleting a Role

A Role cannot be deleted if members are assigned to it. First edit the Role to remove all members. The 
Administration Role cannot be deleted.

1. Select Roles from the System Support drop-down menu. 

2. Click the check-box next to the Role.

3. Click Delete.

4. On the confirmation dialog box that appears, click Delete to confirm the deletion.
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Appendix A  Password Policy Settings
Table 8 Password Policy Settings

Policy Description Default

Password Formatting

Must Consist of Upper and 
Lower Case Characters

Specifies whether or not passwords are required to 
have both upper and lower case characters.

The default is Disabled 
(unchecked).

Must Consist of at least One 
Symbol Character

Specifies that the password must contain at least 
one symbol character.

Must Consist of Alpha and 
Numeric Characters

Specifies whether or not passwords are required to 
have both alpha and numeric characters.

Password Length

Minimum Password Length

The minimum number of characters allowed for 
passwords. This value must be between 4 and 99, 
but less than, or equal to, the value entered for 
Maximum password length.

The default setting is 4 
characters.

Maximum Password Length

The maximum number of characters allowed 
for passwords. The value for this option must be 
between 4 and 99, but more than, or equal to, the 
value entered for Minimum password length.

The default setting for this 
option is 50 characters. 

Password Locking

Lock Account after Number of 
Failed Attempts

The number of failed login attempts a user may 
have before their account is locked, preventing 
them from accessing the system. The value for this 
option must be between 0 and 99. 

The default setting is 0 (zero); 
user accounts will not be 
locked due to failed login 
attempts.

Maximum Number of 
Remembered Passwords

The maximum number of passwords retained by 
the system for a user. When changing passwords, 
users cannot re-use a password retained by the 
system. The value for this option must be between 
1 and 99. 

The default setting is 1.

Password Expiration

Password Expires in Number 
of Days

The number of days a user’s password can be in use 
before it expires and the user is prompted to select 
a new password. The value for this option must be 
between 0 and 365. 

The default setting is 0 (zero); 
passwords do not expire.

Display Expiration Warning in 
Number of Days

When password expiration is entered, specify 
the number of days prior to a user’s password 
expiring at which the system will begin presenting 
a Password Expiration Warning message. The value 
for this option must be between 0 and 364.

The default setting is 5 days.
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