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Technical Assistance
If you have comments or questions concerning the operation of PharmGuard® Interoperability, call the 
number given below or contact your local Smiths Medical customer service representative. Smiths Medical is 
available to help with the deployment, operation, and use of PharmGuard® Interoperability..

 Manufacturer:
Smiths Medical ASD, Inc.
6000 Nathan Lane North
Minneapolis, MN 55442 USA 
Tel: 1 800 258 5361 (USA/CA)
Tel: 1 614 210 7300

 European Representative
Smiths Medical International Ltd. 
1500 Eureka Park, Lower Pemberton
Ashford, Kent, TN25 4BF, UK
Tel: +44 (0)1233 722100

www.smiths-medical.com    

Symbols

Consult Instructions for use

Batch code

Catalog Number

Manufacturer

Authorized Representative in the European Community

http://www.smiths-medical.com
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Important Information about this Guide
The PharmGuard® Interoperability Administrator guide is intended for system administrators, clinical 
engineering, and IT operations staff. It is recommended that the staff responsible for maintaining and 
administering PharmGuard® Interoperability software (PGI) have background in IT infrastructure, operations, 
and technical support.

This guide includes general instructions and guidelines for the routine administration and maintenance of 
the PharmGuard® Interoperability and covers the most common tasks required for maintaining the health of 
the PGI System. It addresses routine monitoring tasks, routine administrative tasks (such as backups and file 
maintenance), and recovery from errors.

This guide covers only the administration of PharmGuard® Interoperability. This guide does not 
include information about the deployment of PharmGuard® Interoperability, refer to the PharmGuard® 
Interoperability Technical Deployment Guide for PGI deployment instructions.

Specific pump models mentioned in this guide may not be available in your area. For more information, 
consult with your Smiths Medical representative.
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Glossary

Term Definition

Alert Communication Management 
(ACM)

IHE profile for reporting of alerts (alarms and advisories) from a device 
to an Alarm Management System.

ACM End Active Alarm Message An ACM Report Alert message indicating an alarm has ended.

ACM Latch Active Alarm Message An ACM Report Alert message indicating that an alarm has been 
latched (still active, but superseded by a higher priority alarm).

ACM Report Alert Message An ACM message that reports on an alert from a device in an 
IHE-compliant manner.

ACM Silence Active Alarm Message An ACM Report Alert message indicating an alarm has been silenced.

ACM Start Active Alarm Message An ACM Report Alert message indicating an alarm has started.

Device Enterprise Communication 
(DEC)

IHE profile for communicating device data to a Hospital System, 
typically on a periodic basis.

DEC Communicate PCD Data Message A DEC message that communicates device data in an IHE-compliant 
manner.

Device Event Message A message directly generated by a device, such as an infusion pump.
These messages are saved on the pump.

Device Message A message directly generated by a device, such as an infusion pump. 
These messages are in a device specific format.

Device Programming Message A message used to communicate parameters for an infusion order to

a pump.

Device Reporting Message A message directly generated by a device, such as an infusion pump. 
These messages are in a device specific format.

Device Status Message A Device Message that records the state of the device at a particular 
point in time. Device Status messages contain data that is relevant to 
monitoring continuously changing data, such as volumes delivered 
and remaining.  These messages are not saved on the device when 
the device is off the network.  Device Status Messages are generated 
periodically, as often as once per minute.

Empty String A character string that contains no characters and has a length of 0.
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Term Definition

External Interface Specification (EIS) A specification provided by Smiths Medical to EMR business partners, 
which documents the syntax and semantics of all input and output 
messages communicated between PGI and the hospital system. 

The EIS is available in the PharmGuard® Interoperability software 
Technical Deployment Guide.

Health Level 7 (HL7) The Healthcare information standards body that among other things, 
defines a standard message format that allows different hospital 
systems to share information.

Hospital System "Hospital System" is a term used to describe the hospital or clinical IT 
system(s) in communication with PGI.

Integrating the Healthcare Enterprise 
(IHE)

An initiative by healthcare professionals and industry to improve the 
way computer systems in healthcare share information. IHE promotes 
the coordinated use of established standards such as DICOM, HL7 
and IHE Profiles to address specific clinical need in support of optimal 
patient care.

IHE Message Group Subset of IHE message types whose generation is controlled by a PGI 
IHE Interface configuration parameter. 

Infusion Pump Event Communication 
(IPEC)

An IHE profile for communicating episodic information about infusion 
pumps to a Hospital System.

IPEC Communicate Infusion Event 
Data Message

An IPEC message that communicates an infusion pump event in an 
IHE-compliant format.

IPEC Delivery Start Message An IPEC message that communicates Infusion Event Data describing 
an IPEC Delivery Start event.

IPEC Delivery Stop Message An IPEC message that communicates Infusion Event Data describing 
an IPEC Delivery Stop event.

IPEC Delivery Complete Message An IPEC message that communicates Infusion Event Data describing 
an IPEC Delivery Complete event.

IPEC Program Cleared Message An IPEC message that communicates Infusion Event Data describing 
an IPEC Program Cleared event.

IPEC Communicate Status Change 
Message

An IPEC message that communicates Infusion Event Data describing 
an IPEC Communicate Status Change event.

Medical Equipment Management 
Device Management Communication 
(MEMDMC)

IHE profile for communicating device hardware and software 
information to a Computerized Maintenance Management System.

Medical Equipment Management 
Location Services (MEMLS)

IHE profile for receiving device location information from a Real-time 
Location Services System.
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Term Definition

Medical Device Server (MDS) A component of PharmGuard® Server that manages communication 
with the pumps. It receives device messages from the pumps and 
forwards them on to PGI for processing. The MDS is a Windows Service 
that can be stopped and started via the Control Panel Services applet.

PCD-03 Communicate Infusion Order An IHE PIV transaction for communicating infusion orders. This 
transaction is composed of two messages:

RGV_O15 Pharmacy/Treatment Give Message (also referred to as “PIV 
Message” or “PIV Request”).

RRG_O16 Pharmacy/Treatment Give Acknowledgment Message (also 
referred to as “Application Acknowledgment Message”).

Point-of-care Infusion Verification 
(PIV)

PIV is an IHE clinical profile comprising several transactions related to 
point-of-care infusions.

IHE PCD Point-of-Care Infusion Verification Profile supports the 
electronic transfer of infusion parameters from a Bedside Computer 
assisted Medication Administration (BCMA) system to an infusion 
pump.

PIV Pharmacy/Treatment Give 
Message

A PIV Pharmacy/Treatment Give message (RGV^O15^RGV_O15) 
is used to communicate parameters for an infusion order from a 
Bedside Computer assisted Medication Administration (BCMA) system 
to the PGI Interface.  In IHE terminology, the BCMA system is the 
Infusion Order Programmer (IOP), the PGI Interface is the Infusion 
Order Consumer (IOC), and this message is referred to as the PCD-03 
Communicate Infusion Order message.

PIV Accept Acknowledgment A first-level (synchronous) acknowledgment message sent to the 
BCMA system to acknowledge receipt and initial validation of a PIV 
Pharmacy/Treatment Give message by the PGI Interface.

PIV Application Acknowledgment A second-level (asynchronous) acknowledgment message sent to 
the BCMA system to acknowledge the outcome of the remaining 
processing of a PIV Pharmacy/Treatment Give message by the pump/
server system.

PharmGuard® Infusion Management 
System 

The PharmGuard® Infusion Management System is a suite of 
applications that allows a customer to monitor and manage their fleet 
of Smiths Medical infusion pumps. The complete system includes:

PharmGuard® Server software

PharmGuard® Device Reports software

PharmGuard® Interoperability software

PharmGuard® Interoperability 
Software (PGI)

The portion of PharmGuard® System that transforms Device messages 
into external message formats. PharmGuard® Interoperability handles 
the front-end communication with a Hospital System for Smart Pump 
Programming, Infusion Progress Reporting, and Alarm Reporting.
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Term Definition

PharmGuard® Device Reports 
Software (PDR)

The portion of the PharmGuard® System that provides clinicians, 
medical administrators, pharmacists, clinical engineering, and other 
staff, with specific reports targeted to their various needs. The device 
reports are based on user-selected report criteria and device data in 
the PharmGuard® Server reporting data warehouse.

PharmGuard® Server software  
(PGS)

The portion of the PharmGuard® System that directly manages 
infusion pumps. 

PGI-IHE Interface The Smiths PharmGuard®  Interoperability product that allows 
external Hospital/Clinical Information (Hospital System) systems 
to interact with Smiths Medical devices (e.g. infusion pumps) in an 
IHE-compliant manner.

Smart Pump Programming 
(SPP)

A PGI workflow that supports the communication of point-of-care 
infusion orders from a hospital system to Smiths Medical infusion 
pumps. Valid orders are reflected on the display screen of the 
programmed pump, at which point a clinician confirms, modifies, 
or cancels the infusion order. Once the clinician takes action, an 
acknowledgment message is sent back to the hospital system. Invalid 
orders also result in the sending of a negative acknowledgment 
message back to the hospital system.
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Chapter 1  Introduction
PharmGuard® Interoperability software is a component of the PharmGuard® Infusion Management 
System that supports interoperability between Smiths Medical infusion pumps and third party clinical 
information management systems. This server-based software application communicates data between the 
PharmGuard® Server and external systems in both directions. 

Note: PharmGuard® Interoperability software version 2.1 requires a fully operational installation of the 
PharmGuard® Server software version 2.4.

IMPORTANT! The infusion device data provided by the PharmGuard® Server and PharmGuard® 
Interoperability are not to be used as the sole source of information for making treatment decisions.

Automated Message Documentation
PharmGuard® Interoperability automatically records actions performed by pumps connected to the server 
network and sends these messages to the clinical hospital systems. Messages communicated by PGI 
conform to the Integrating the Healthcare Enterprise (IHE) message format.

Note: When the Location Tracking System sends 
pump location data to PGI, the location data is 
appended to the ACM, DEC, IPEC and MEMDMC 
messages generated for that pump.
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KEY
   1  Data Packages.
   2  Device Messages.
    3  IHE ACM Report Alert Messages.
    4  IHE IPEC Communicate Infusion Event Messages.
    5  IHE DEC Communicate PCD Messages.
    6  IHE MEMDMC Device Management Information Messages.
    7  All IHE messages (ACM, DEC, IPE, MEMDMC).
    8  IHE MEMLS Report Location Observation Messages.
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Figure 1   
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Smart Pump Programming Feature
The Smart Pump Programming (SPP) feature supports the communication of an IHE PCD-03 Communicate 
Infusion Order request from a clinical system to a Smiths Medical Infusion Pump. 

(Figure 2) illustrates the relationship between the clinical infusion order system, the PharmGuard® System 
and the pump when processing an Smart Pump Programming (SPP) request.

KEY
1  Infusion order system sends IHE PCD-03 Communicate Infusion Order request to PGI.
2  PGI sends infusion order to PGS.
3  PGS sends infusion order to the pump.
4  The pump sends infusion acknowledgment back to PGS.
5  PGS sends pump infusion acknowledgment to PGI.
6  PGI sends IHE infusion order acknowledgment message to the infusion order system.

PharmGuard® System

Hospital Systems

Smiths Medical 
Infusion Pump

PharmGuard® 
Server
(PGS)

PharmGuard® 
Interoperability

(PGI)

IHE
Interface

Infusion Order
System

1

6

2 3

45

PRIME / BOLUS

Figure 2   

Note: PharmGuard® Interoperability is incorporated into the Medical Device Server Windows service. Starting 
and stopping the Medical Device Server also starts and stops PGI.
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Chapter 2  Configuring PharmGuard® Interoperability
PharmGuard® Interoperability is a highly configurable application. Each TCP/IP connection between PGI 
and your hospital system has a corresponding connection definition within the PGI configuration. Each 
connection has the following configurable characteristics:

• Connection name and type (inbound from hospital system to PGI or outbound from PGI to hospital 
system).

• One or more IHE profiles (DEC, IPEC, PIV, etc.) supported by the connection.

• IHE profile specific parameters.

• Specific IHE message parameter settings within each profile.

• TCP/IP specific parameters (IP address, port, retry count, etc.).

• Message queue (spooler) file parameters such as disk location, max file size, etc.

In addition, there are configuration parameters that are global to the PGI system. These parameters include:

• Message logging configuration parameters such as maximum log file sizes.

• General error logging configuration parameters.

• PGI State save files location.

• Global IHE configuration parameters

PharmGuard® Interoperability Configuration File
The PharmGuard® Interoperability configuration parameters are located within the <pgiSettings> XML tag 
inside the Medical Device Server application configuration file (MedicalDeviceServer.exe.config file). This file 
is located within the following directory:

[Program Files]\Smiths Medical\PharmGuard Server\Medical Device Server\MDS

Note: Typically [Program Files] is the C:\Program Files location.

Editing the PharmGuard® Interoperability Configuration File

Use the following steps to change the PharmGuard® Interoperability configuration file.

Note: The Medical Device Server service will fail to start if  the PharmGuard® Interoperability configuration is 
invalid. 

1. Using the Windows Control Panel Services applet, locate and stop the Medical Device Server service.

2. Navigate to the location where the MedicalDeviceServer.exe.config is installed.

3. Make a backup copy of the MedicalDeviceServer.exe.config file.

4. Open the MedicalDeviceserver.exe.config file using Notepad or other text editor.

5. Locate the <pgiSettings> XML tag.

6. Change parameter(s) within this tag as needed.

7. Save the changes and close the editor.

8. Restart the Medical Device Server service.
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PharmGuard® Interoperability Configuration Parameters
All PGI configuration settings are contained within the <pgiSettings> XML element. 

Global Configuration Parameters

Table 1 Global Configuration Parameters lists the configuration parameters that are global to the entire PGI 
system.

Table 1 Global Configuration Parameters

Parameter Description

Router Element containing configuration information for all inbound and 
outbound TCP/IP connections between PGI and the hospital system. 
Refer to the Outbound Connection Configuration Parameters on page 
14 and Inbound Connection Configuration Parameters on page 
16 for more information.

MessageConfig Element containing configuration information that applies to all IHE 
messages generated by PGI. Refer to the Table 2 Global Message 
Configuration Parameters on page 13 section for more information.

HL7LoggingConfig Element containing configuration parameters that pertain to the 
logging of all IHE message and acknowledgment traffic between PGI 
and the hospital system. Refer to the Table 3 Log File Configuration 
Parameters on page 14 for more information. 

UnprocessedItemLoggingConfig Element containing configuration parameters that pertain to the 
logging of messages that PGI could not process successfully. Refer to 
the Table 3 Log File Configuration Parameters on page 14.

HL7Culture Culture setting used for IHE message localization. Currently, only the 
device alarm text in the IHE ACM messages is localized by PGI.

Default Value: “en-US”

Legal Value: any valid culture specification. 

Note: If there are no message translation files corresponding to 
the specified culture, PGI will emit alarm text using the “en-US” 
culture.

StateFilesPath Identifies the directory path where PGI state save files are kept. 

Default Value:  Files are stored in the “%ProgramData%\Smiths Medical\ 
PharmGuard Interoperability” path. Otherwise files are stored using the 
path specified.

AuditFilesPath Identifies the directory path where the PGI message audit log files are 
stored. 

Default Value: Files are stored in the “%ProgramData%\Smiths Medical\ 
PharmGuard Interoperability” path. Otherwise files are stored using the 
path specified.
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Parameter Description

DeviceCommunicationTimeoutInSeconds If PGI does not receive a device message for a particular device within 
this threshold, PGI considers the device to be out of communication 
and will generate an IPEC “comm status offline” message for the 
device.

Default Value: 420(7) (minutes)

Legal Values: An integer between 1 and 86400 (1 day).

Note: PGI expects to receive a status message from each device 
at regular communication intervals. The device status message 
(also known as a device heartbeat message), reporting frequency, 
is controlled by the AliveReportInterval MDS configuration 
parameter within PharmGuard® Server. The default value is 300 
seconds. If the AliveReportInterval Setting parameter is modified, 
this PGI parameter may need to be adjusted to reflect the updated 
server value.

StateSaveIntervalInSeconds Number of seconds between periodic state saves. 

Default Value: 15 seconds.

Table 2 Global Message Configuration Parameters

Parameter Description

ClientIdentifier Identifier of the organization associated with this instance of PGI. This 
value will appear as the value in the PID 3(1).4 (PatientIdentifierList(1).
AssigningAuthority) field of all outbound IHE messages.

Default Value: (blank)

Legal Value: Character string between 1 and 100 characters.

DeviceInactivityLimitInDays Number of days of device inactivity before the device data is purged 
from PGI. 

Default Value: 30 days.

Legal Values: 14 to 360.

DefaultPatientIdentifier Defines the PID-3.1 (PatientIdentifierList.IDNumber) value for all 
outbound IHE messages.

Default Value: String “0”

Legal Values: Strings of no more than 15 characters that do not contain 
whitespace.

IMPORTANT! Do not change this parameter without guidance 
from Smiths Medical Technical Support.
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Table 3 Log File Configuration Parameters

Parameter Description

MaxLogFileSizeInMB Maximum size of any given log file in the log file set. 

Default Values: 

HL7 Logging: 250

Unprocessed Item Logging: 250

Legal Values: Must be greater than zero.

MaxLogFileAgeInHours Maximum age of a file in the log file set. 

When this parameter is set, after the current log file reaches this age, it 
is closed and the next log file will open for writing, by either creating a 
new file or overwriting the oldest file if the maximum number of files has 
been reached. 

Default Values: 

HL7 Logging: 24

Unprocessed Item Logging: 24

MaxLogFileCount Maximum number of log files to keep.  When the maximum is reached, 
the oldest files are deleted.

Default Values: 

HL7 Logging: 30

Unprocessed Item Logging: 30

MaxFlushTimeInSeconds Number of seconds before in-memory data is flushed to log files.

Default Value: Flush is done after each write for all PGI logging.

EncryptData By default, log files are encrypted. This parameter is not listed. To disable 
encryption, add parameter and set value to false.  

Outbound Connection Configuration Parameters

PharmGuard® Interoperability sends IHE messages to the hospital system over an outbound TCP/IP 
connection. Multiple outbound connections can be defined, each with a unique set of supported IHE 
message profiles, message and acknowledgment handling characteristics and message log files.  

Note that there are lower level TCP connection parameters that can be specified for both outbound and 
inbound connections. Refer to section TCP/IP Common Configuration Parameters, on page 17 for more 
information.

Table 4 Outbound Connection Configuration Parameters

Parameter Description

Name Connection name. 

Default: The default PGI configuration contains the following outbound 
connections: “Main_Out”,  “PIV_Out”, "MEMDMC Out". Each connection 
name must be specified and must be unique.
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Parameter Description

Port Connection Port. 

Default: The following ports are defined by default:  2000, 2001, 2002.  
Must be specified.

Note: If the MDS fails to load the PGI plugin, check for port conflicts 
with other running services. For example, Windows Messaging 
Service typically uses ports 2101, 2103, and 2105. It is recommended 
to avoid those ports.

Host Default: localhost. Must be specified.

Legal value: Character string that defines a valid IPv4, IPv6 address or host 
name. 

Profile Defines a particular IHE profile supported by this connection. An 
outbound connection supports one or more of the following profiles: 
ACM, DEC, IPEC, PIV, MEMDMC. For more information, see Profile 
Configuration Parameters, on page 18.

MLLP Specifies that messages emitted by this connection are encoded in the 
Minimal Lower Layer Protocol (MLLP). For more information, see MLLP 
Parameters on page 21.

Spooler Identifies the directory path where PGI spooler files are kept. For more 
information, see Table 11 Spooler Parameters on page 22.

AckErrrorAction Specifies PGI message handling when it receives an HL7 
acknowledgment from the hospital system indicating an error occurred 
(MSA-1 Acknowledgment code of AE or CE). 

Possible Values: Retry, Discard

Default Value: Retry

AckRejectAction Specifies PGI message handling when it receives an HL7 
acknowledgment from the hospital system indicating an error reject 
occurred (MSA-1 Acknowledgment code of AR or CR).

Possible Values: Retry, Discard

Default Value: Retry

AckEmptyAction Specifies PGI message handling when it receives an HL7 
acknowledgment from the hospital system without an MSA-1 
Acknowledgment code.

Possible Values: Retry, Discard

Default Value: Retry

AckOtherAction Specifies PGI message handling when it receives an HL7 
acknowledgment from the hospital system that cannot be parsed by PGI.

Possible Values: Retry, Discard

Default Value: Retry

NoAckAction Specifies PGI message handling when it does not receive an HL7 
acknowledgment. 

Possible Values: Retry, Discard

Default Value: Retry
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Parameter Description

BadMsgIdAction Specifies PGI message handling when it receives an HL7 
acknowledgment from the hospital system where the returned 
message id does not match the message id of the message sent (MSA-2 
MessageControl ID does not match MSH-10 of the outbound message).

Possible Values: Complete, Retry or Discard

Default Value: Complete

MaxRetries Maximum number of times to retry sending a message if a TCP error 
occurs.

Default value: 0

MsgRetryIntervalInSeconds The amount of time in seconds to wait between message send attempts. 
A disconnect/connect attempt is always made between attempts.

Default Value: 0

ConnRetryIntervalInSeconds The amount of time in seconds to wait between making connection 
attempts.

Default Value: 5 seconds.

ConnectTimeoutInSeconds The amount of time allowed to make a connection.

Default Value:  5 seconds.

IdleTimeoutInSeconds The amount of time to hold a connection open with no outbound 
messages before it is automatically closed. If not specified, the 
connection is held open indefinitely.

Default Value: Held open indefinitely.

RcvTimeoutInSeconds The amount of time between which bytes must be received. The 
connection is closed when this timeout is exceeded. 

Default Value:  5 seconds.

SslEnabled Set to true if Secure Sockets Layer (SSL) / Transport Layer Security (TLS) is 
enabled.

Default Value: False

lgnoredErrors Type of SSL errors to ignore. 

Values: 

0 - No errors

1 - Remote certificate not available

2 - Remote certificate name mismatch

4 - Remote certificate chain erorrs

ClientCertificate Issuer of the certificate used. Set this value to enable SSL on the 
connection.

Inbound Connection Configuration Parameters

PharmGuard® Interoperability receives inbound IHE messages from the hospital system over an inbound 
connection. Multiple inbound connections can be defined, each with a unique set of supported IHE message 
profiles, TCP/IP parameters and message log files.  

Note that there are lower level TCP connection parameters that can be specified for both outbound and 
inbound connections. For more information, see TCP/IP Common Configuration Parameters on page 17.
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Table 5 Inbound Connection Configuration Parameters

Parameter Description

Name Connection Name. 

Default: “PIV_In”, “MEMLS_In”.  Connection names must be  specified and unique for each 
connection. 

Port Connection Port. 

Default: 2010 and 2011. Must be specified for each connection.

Note: If the MDS fails to load the PGI plugin, check for port conflicts with other 
running services. For example, Windows Messaging Service typically uses ports 2101, 
2103, and 2105. It is recommended to avoid those ports.

Profile Defines a particular IHE profile supported by this connection. An inbound connection 
supports one or more of the following profiles: PIV, MEMLS. For more information, see 
TCP/IP Common Configuration Parameters on page 17.

MLLP Specifies that messages emitted by this connection are encoded in the MLLP protocol. 
For more information, see Table 10 MLLP Parameters on page 21.

PIV Specifies the specific configuration parameters related to processing Smart Pump 
Programming (PIV) request messages. For more information, see Table 9 PIV 
Configuration Parameters on page 20.

Backlog The maximum number of pending incoming connection requests. 

Default Value:  100

TimeoutInSeconds The amount of time between which bytes must be received. The connection is closed 
when this timeout occurs. If not specified, default server operating system semantics are 
used.

Default Value: Server operating system value.

InitialTimeoutInSeconds Initial timeout between when the connection is made until the first bytes must be 
received. The connection is closed when this timeout value is exceeded. If not specified, 
default server operating system semantics are used.

Default Value: Server operating system value.

ServerCertificate Issuer of the certificate used for this connection. Set to a value to enable SSL on incoming 
connections. If not specified, SSL is not enabled.

Default Value: (blank) (SSL not enabled)

ClientAuthentication 
Certificate

Certificate used to authenticate the client.

IgnoreCientErrors SSL policy errors to be ignored by the client. If  ClientAuthenticationCertificate is not set,  
then RemoteCertificateNotAvailable (1) should be set. 

CertificateRevocationCheck SSL certificate authentication will use a certificate revocation list when set to true.

TCP/IP Common Configuration Parameters
The following parameters are common to both inbound and Outbound connection configuration.
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Table 6 TCP/IP Common Configuration Parameters

Parameter Description

Adapter When the system has multiple network adapters configured, this parameter is used to 
specify the specific adapter to use. If this value is not specified, any network adapter may 
be used. 

Default Value: Use any network adapter.

LingerTimeInSeconds Specifies the length of time that a connection will remain open after it is closed and data 
remains to be sent. If not specified, linger time is disabled.

Default Value: Not specified (linger time not enabled).

Nagle Set to true in order to immediately send each packet of data when requested.  Otherwise 
uses the Nagle algorithm to combine small packets.

Default Value:  False (use Nagle algorithm).

Ipv6 Set to true if the connection uses IPv6. If not specified, IPv4 is used.

Default Value: False (use IPv4).

RcvBufferSize Specifies the size of the socket receive buffer in bytes. If not specified a default size of 
8192 is used.

Default Value: 8192

XmtBuffersize Specifies the size of the socket transmit buffer.  If not specified a default size of 8192 is 
used.

Default Value: 8192

DumpRxData Set to true to enable diagnostic logging of bytes received by the connection. If not 
specified, value is false.

Default Value: False.

DumpTxData Set to true to enable diagnostic logging of bytes transmitted by the connection. If not 
specified, value is false.

Default Value: False.

EnableStrongCrypto Set to true to enable only the latest versions of SSL/TLS to be used on a connection that is 
using SSL/TLS. If not specified, value is false the default protocol, typically SSL 3.0 or TLS 
1.0, is used.

Default Value: False

Profile Configuration Parameters

Table 7 Profile Configuration Parameters

Parameter Description

Name Identifies the IHE profile (IHE message types) processed by this profile.

Default Value: (blank) (one profile type must be specified).

Legal Values: 

Outbound Connection: ACM, DEC, IPEC, PIV, MEMDMC, MEMLS

Inbound Connection: PIV, MEMLS

Version Specifies the IHE message version corresponding to the specified 
profile. For more information, contact your Hospital Information System 
administrator. 

When the version is not specified, the default value is “1”.
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Parameter Description

ExpirationInSeconds Outbound IHE messages older than this threshold are discarded by PGI 
rather than delivered to the hospital system.

Default Value: 7 days (604800 seconds). 

Encoding Encoding value set in MSH-18 field for all outbound IHE messages.

Default Value: “UNICODE UTF-8”

Legal Values: “UNICODE UTF-8”

MessageParameters Parameters typically used to fill in the MSH fields of outbound IHE 
messages. Each profile can specify its own unique message parameters. 
For more information, see Table 8 IHE Message Parameters on page 19.

IHE Message Parameters

Table 8 IHE Message Parameters

Parameter Description

SendingFacility Value to set in MSH 4.1 (Sending Facility.NamespaceID) 

Default Value: (blank).

Legal Value: Character string from 1 to 277 characters in length.

ReceivingApplication Value to set in MSH 5.3 (Receiving Application.NamespaceID) 

Default Value: (blank).

Legal Value: Character string from 1 to 277 characters in length.

ReceivingFacility Value to set in MSH 6.1 (Receiving Facility.NamespaceID) 

Default Value: (blank).

Legal Value: Character string from 1 to 277 characters in length.

ProcessingIdentifier Value to set in MSH-11 (Processing Identifier)

Default Value: “P”

Legal Value: “P”, “T” or “D”
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PIV Configuration Parameters

Table 9 PIV Configuration Parameters

Parameter Description

DeriveInfusionDurationFromVTBIAndRate Determines how the infusion duration is derived. When true, 
the infusion duration is calculated from the PIV message 
volume to be infused (RXG-5 field (Give Amount-Minimum)) 
divided by the infusion rate (OBX-5 field of the 157784^MDC 
FLOW_FLUID_PUMP^MDC OBX segment). Additionally, 
when this parameter is true, any PIV messages lacking a 
157784^MDC_FLOW_FLUID_PUMP^MDC OBX segment will 
be rejected by PGI. When false, the infusion duration is derived 
from the TQ1-13 field (Occurrence Duration). 

Note: Even if this parameter is set to true, the presence 
of a non-empty TQ1-13 field in the PIV message will take 
precedence over this setting and the infusion duration will 
be derived from the TQ1-13 value.

Default Value: False.

Legal Value: True or False.

EquipmentInstanceIdentifierPumpIDComponent Determines how PGI validates the device serial number 
information in the PIV messages 69986^MDC_DEV_PUMP_
INFUS_VMD^MDC OBX segment and from which message field 
it extracts the device serial number. 

When set to “EI-1”: the device serial number is derived from the 
OBX-18.1 (EquipmentInstanceIdentifier. EntityIdentifier) field. 
Furthermore, the following validation rules are enforced:

• OBX-18.1 must have a non-empty value.

• OBX-18.3 must have the value “001A010000000001”.

• OBX-18.4 must have the value “EUI-64”.

When set to “EI-3”: the device serial number is derived from 
the OBX-18.3 (EquipmentInstanceIdentifier.UniversalID) field. 
Furthermore, the following validation rules are enforced:

• OBX 18.3 must have a non-empty alphanumeric value.

• OBX 18.4 must have the value “Smiths Medical”.

Default Value: “EI-1”.

Legal Value: “EI-1” or “EI-3”.

RXGFieldForDrugLibraryMatchValue Indicates whether to use the RXG 4.1 or RXG 4.2 value from PIV 
request as the drug library matching value. 

Default Value: “RXG-4.1”.

Legal Value: “RXG-4.1”, “RXG-4.2”.

UsePIVOrderNumberinDECAndIPEC If set to true, the order number specified on the input PIV 
request is included in the DEC and IPEC messages generated for 
the corresponding infusion. The order number is stored in the 
OBR-2 (PlacerOrderNumber) field in the messages.
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Parameter Description

AppAckOnUserAccept If set to true, the PIV request is acknowledged when the 
clinician has indicated his/her intention to move forward with 
the order. This option is ignored on pumps not supporting this 
feature. If set to false, the PIV request is acknowledged as soon 
as the pump receives the order and validates it. 

Default Value: False. 

Legal Value: True or False.

MaxRequestAgeInSeconds Maximum age at which an input PIV request will be 
processed. PIV messages older than this age threshold will 
be discarded rather than processed. Typically, an application 
acknowledgment indicating a timeout will be sent to the 
hospital system when this occurs.

Default Value: 120 (2 minutes).

SendAppMessageTimeoutInSeconds Timeout value for application messages sent to a 
pump. This value should be set to a few seconds higher 
than the AppMsgTimeoutInSeconds parameter in the 
MDSIncomingConfig section. Do not change this parameter 
without consulting Smiths Technical support first. 

Default value: 70 seconds.

MLLP Parameters

Configuration parameters associated with the Minimum Lower Layer Protocol (MLLP). All PGI generated 
outbound IHE messages are framed using this protocol.  

IMPORTANT! These parameters should not be changed without consulting Smiths Medical Technical 
Support.

Table 10 MLLP Parameters

Parameter Description

StartBlock Byte code indicating the start of a block 

Default Value: 11

Legal Value: Any 8 bit unsigned integer 

EndBlock Byte code  indicating the end of a block

Default Value: 20

Legal Value: Any 8 bit unsigned integer

EndData Byte code indicating end of data. 

Default Value: 13

Legal Value: any 8 bit unsigned integer.
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Table 11 Spooler Parameters

Parameter Description

Path Identifies the directory path where PGI spooler files are kept. 

Default Value:  If not present, files are stored in the “{ApplicationData}\
Smiths Medical\Interop” path (typically C:\ProgramData\). Otherwise files 
are stored using the path specified by this element. 

MaxFileSizeInMB Maximum size in megabytes of any given spool file in the spool file set.

Default Value: 10MB

MaxFileAgeInHours Maximum age in hours of a spool file in the spool file set. Files with an 
age older than this value will get overwritten with new data when this 
parameter is set. If not specified, a maximum age is not enforced.

Default value: (blank).

MaxFileCount Maximum number of spool files to keep within a spool file set.  When the 
maximum is hit, the oldest file is deleted and replaced with a newer one. If 
not specified, no maximum file count is enforced).

Default value: (blank)

AppendSession Specifies whether to append to an existing spool file or open a new file 
when initializing the spooler. If not specified, value is true.

Default value: True.
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Chapter 3  Monitoring PharmGuard® Interoperability 

Viewing the PharmGuard® Interoperability Message Log
PharmGuard® Interoperability logs messages when it detects error or warning conditions during the course 
of its operation. 

PharmGuard® Interoperability System Health Alerts
• PharmGuard® Interoperability routes specific errors, known as System Health Alerts, to 

PharmGuard® Server for inclusion in the PharmGuard® Server Activity Tracking Reports.  

• The PharmGuard® Interoperability events in this report have tracking codes beginning with “CO” 
and are typically generated for the following reasons:

• Errors saving or recovering PGI internal state have occurred.

• An internal error requiring Smiths Medical Technical support assistance has occurred.

Note: Table 12 lists the PGI tracking event codes and descriptions for PGI. The values within braces “{ }” 
represent placeholders for data specific to the event.

Table 12 PharmGuard® Interoperability Tracking Event Codes

Event Tracking 
Code Message Consequences

CO001 DataStage update failure for device {0} . Error: {1}.

If the device is currently infusing, any additional 
data for the current infusion sent by the device 
indicated in the message will not be reported. 
Alarm and device online/offline status will 
continue to be reported. Reporting of infusion 
data will resume when a new infusion is started 
on the device.

CO003
{0} Message Failed Validation, Device: {3}, Error: 
'{1}', Message: '{2}'

If the device is currently infusing, any additional 
data for the current infusion sent by the device 
indicated in the message will not be reported. 
Alarm and device online/offline status will 
continue to be reported. Reporting of infusion 
data will resume when a new infusion is started 
on the device.

CO009 Internal Processing error: {0}.

An internal processing error has occurred. 
Depending on the type of error, manual 
intervention by a Smiths Medical technician may 
be required.

CO011 No HL7 Connections Configured.
No inbound or outbound connections present in 
PGI configuration.

CO012
No Message Types Configured for the 
connection '{0}'

No IHE profiles specified in the PGI configuration.

CO013 RPGI Configuration is invalid. Error: '{0}' PGI configuration is invalid. Error: '{0}'

CO014
Unexpected Error Processing Message. Error: ‘{0}’, 
Message: ‘{1}’.

PGI encountered an unexpected error while 
processing a device message.
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Event Tracking 
Code Message Consequences

CO015 Saved state file is corrupt. Error: ‘{0}’.
PGI state save file is corrupt. PGI may continue 
running, but will not be able to recover its state 
in case of a server restart.

CO016 Crash detected on the previous run of the server.
PGI detected a crash during recovery. PGI may 
not be able to recover from its state save files.

CO017 Unable to save state data. Error: ‘{0}’.
PGI state save file is corrupt. PGI may continue 
running, but will not be able to recover its state 
in case of a server restart.

CO018 Failure attempting to recover state. Error: ‘{0}’.
PGI could not recover its state during a restart. 
Depending on the type of error, PGI may stop or 
start in an initialized state.

CO019 State recovery succeeded. PGI successfully recovered its state.

CO020 Starting with no existing infusion state data.

PGI was unable to recover its state. It started in 
an initialized state instead, which means that PGI 
cannot report on infusions that were in progress 
at the time of restart.

CO021 Connection error. Connection: '{0}'. Error: '{1}'
PGI detected errors while connecting to the 
Hospital system.

CO022 Authentication configuration error. Security errors detected. PGI will shut down.

CO023 Data Store Failure Error detected when writing to log.

CO024
Device message gap detected. Device Id = '{0}' 
Message Id = '{1}' Last processed event message 
Id = '{2}'. 

Gap in pump message stream detected. PGI will 
stop reporting on this infusion.

CO025 AMU Exception for PIV request '{0}'. {1}.
Error detected while processing smart Pump 
Programming request.

CO026
No AMU Libraries were found on the target 
server.

SPP request cannot be processed. Drug libraries 
may not be deployed on the server.

CO027
Unable to load library for device '{0}' for PIV 
request '{1}'.

SPP request cannot be processed due to error 
loading drug library on server.

Note: Refer to the PharmGuard® Server User and Administrator Guide for more information on the Activity 
Tracking reports.

PharmGuard® Interoperability Performance Considerations 
PGI message audit, log and spooler files can grow quite large over time. To ensure peak performance, 
allocate these files on a separate disk or disk volume.

PharmGuard® Interoperability Recovery Considerations
PharmGuard® Interoperability serves as a conduit to transmit data between Smiths Medical infusion pumps 
and your hospital system. It is not intended to be a long term repository of IHE messages delivered to your 
systems. 

The following sections describe how PharmGuard® Interoperability recovers from the following type of 
failure scenarios:

• Medical Device Server is stopped.
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• Loss of network connectivity between PharmGuard® Interoperability and hospital system.

• PharmGuard® Server failures.

• PharmGuard® Interoperability Recovery Failures detected while PharmGuard® Interoperability is 
saving or recovering its internal state.

Medical Device Server is Stopped

When the Medical Device Server (MDS) Windows service is stopped, the pumps will queue all device 
messages internally until the MDS service is restarted. Once the MDS is started again, the queued messages 
will be sent to PGI and corresponding IHE messages will be generated and sent to the hospital system.

Loss of Network Connectivity between PharmGuard® Interoperability and Hospital System

PharmGuard® Interoperability will write all IHE messages generated during the period of disconnection to 
its spooler files. Once the connection between PGI and the hospital system is restored, PGI will send the 
spooled IHE messages to the hospital system in the order they were generated by PGI.

Notes: 

• PharmGuard® Interoperability configuration parameters control the maximum spooler file size 
and/or age of the messages. Once limits have been reached, PGI will overwrite the oldest messages 
with the newest ones. In this case, the hospital system will see gaps in IHE messages once it 
reconnects to PGI.

• PharmGuard® Interoperability is configured by default to wait for an acknowledgment (ACK) from 
your hospital system before sending the next IHE message and will queue all succeeding messages 
when it does not receive an ACK or receives a negative acknowledgment (NACK) for a particular 
message.

• The IHE specification requires that an acknowledgment message is always sent upon receipt of 
each IHE message.

• Prevent sending obsolete messages to the hospital system by setting the ExpirationInSeconds 
profile configuration parameter to an appropriate value.

PharmGuard® Server Failures

As part of server restart processing, PharmGuard® Interoperability will automatically apply any pending 
updates that were in progress at the time of server shutdown.

PharmGuard® Interoperability Recovery Failures

If PharmGuard® Interoperability cannot recover its state after a server or MDS failure and restart, PGI will 
attempt to automatically initialize its state and report the condition via a System Health Alert. If this occurs, 
PGI will cease reporting on all infusions in progress at the time of the failure. Infusions started after the 
failure will be reported.

If PharmGuard® Interoperability cannot initialize itself. It will force a shutdown of the MDS and PGI will be 
unavailable until the problem is resolved. Examples of problems that require manual intervention before 
MDS and PGI will run again include:

• “Disk full” condition on disks that contain the PGI state save files.

• State save file access errors due to exclusive access by other applications i.e., file backup 
applications.
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Hospital System Considerations
Consult your hospital system vendor for any additional considerations regarding PGI recovery and IHE 
message processing.

Sensitive Information
While the pumps do not retain sensitive information, sensitive information can be added to fields that the 
customer can define such as the Drug Program. PGI does not alter or mask the values in these fields and 
communicates them as is to your hospital system. Data of this nature can also appear within PGI message 
archive and log files. 

It is the responsibility of the customer to manage information included in these fields and to adopt and 
implement appropriate security measures to prevent the unnecessary disclosure of sensitive information.

Note: PharmGuard® Interoperability does not log or store any patient information received in PIV or MEMLS 
messages.
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