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Technical Assistance
If you have comments or questions concerning the installation and/
or administration of the PharmGuard® Toolbox 2 Software, Version 3, 
please call the appropriate number given below. 

Our staff at Smiths Medical is available to help.

H  Manufacturer:
Smiths Medical ASD, Inc.
6000 Nathan Lane North
Minneapolis, MN 55442 USA
Tel: 1 800 258 5361 (USA/CA)
Tel: +1 614 210 7300

@  European Representative:
Smiths Medical Czech Republic a.s.
Olomoucká 306, Hranice 1 - Město,
753 01 Hranice, Czech Republic
Tel: +44 (0) 1233 722100

www.smiths-medical.com    

A printed copy of this manual is available upon request.
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Important Notices
WARNING: Read this entire manual before using 
the PharmGuard® Toolbox 2 Software, Version 3 
(PharmGuard® Toolbox 2). Failure to follow the instructions 
and important information contained in this manual, or 
improper/inadequate troubleshooting can lead to death 
or serious injury. Warnings, cautions, and other important 
safety information can be found in this section and 
throughout the manual.

Format Conventions
A WARNING indicates a hazard that has the potential to cause 
injury or death to a patient or user. The following example is 
the format convention for warnings:
WARNING:

A CAUTION indicates a hazard that has the potential to cause 
damage to the product or other property. The following 
example is the format convention for cautions:

CAUTION:

Note: This manual supersedes all previous revisions.

Warnings
• Follow your facility’s processes for backup 

and restoration of the Configuration database 
information.

• PharmGuard® Toolbox 2 is intended for use by 
trained, authorized personnel under the direction 
of trained medical professionals.

• Before using PharmGuard® Toolbox 2, users must 
be thoroughly familiar with this manual, including 
all warnings, cautions and instructions for use.

• Failure to strictly adhere to the Intended Use of 
this product can result in serious patient injury or 
death.

 • Medfusion® Model 4000 pump only: In order 
to “Teach” Configurations to the pump, users 
will need access to the pump’s Biomed menu 
passcode. Since there are a variety of functions in 
the Biomed menu that must have limited access, 
it is recommended that Biomed security rights be 
limited, and users in that group be fully trained 
on which functions they should use. Unauthorized 
use of certain of the functions within the pump’s 
Biomed menu may create a major hazard, which 
could lead to serious injury or death to a patient. 

Cautions
• Systems must meet the minimum system 

requirements as listed in this manual for this software 
to operate as intended.

• Future updates to the computer’s operating system 
software, .NET Framework, installation of other 

software on the computer, or removal of installed 
components may affect the operation of the 
PharmGuard® Toolbox 2. The facility should have a 
clearly defined process for qualifying existing software 
with new operating system versions and updates.

• You must be logged into Windows as an Administrator 
when installing PharmGuard® Toolbox 2. Otherwise, 
the setup programs may not be able to update 
the system for proper operation. When the 
application is launched for the first time, a password 
creation window appears. This password is for the 
Administrator account, and the first user to create 
this password and sign in automatically becomes the 

application Administrator. The PharmGuard® Toolbox 
2 Administrator should also be an Administrator on 
the PC.

• Keep passwords confidential and periodically change 
them to protect against security violations.

• Users should only be granted sufficient Security Rights 
to perform their respective duties; unlimited access 
could pose a security risk.

• Appropriate training should be provided to all user 
groups in the functions that they will have access to, as 
well as an explanation of the consequences of misuse.

• Medfusion® Model 4000 pump only: If your facility 
uses the PharmGuard® Server, users who have 
security rights allowing them to “Create Package...” 
will not be able to deploy the package to pumps 
unless they have the deployment role activated in the 
PharmGuard® Server.

• Unlock Configuration should be a last resort. Any 
unsaved changes made to the Configuration up to the 
revocation will be lost. Always attempt to contact the 
User before unlocking the Configuration.

• Delete Configuration cannot be undone once 
you confirm the operation. Once confirmed, the 
Configuration record will be gone.

• PharmGuard® Toolbox 2 works with the security of 
the underlying operating system when specifying the 
location of the database folder, saved records, etc. If 
the underlying operating system’s user account cannot 
access a folder or record, an error message is displayed 
and the associated operation is canceled.
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Although PharmGuard® Toolbox 2 does not directly control 
pump infusions or make infusion related calculations, the 
software does provide the means to define pump limits and 
assist with infusion setup. 
There should be a well-defined review and test process 
performed before installing a Configuration onto pumps for 
use with patients. The Configuration should be developed, sent 
to several test pumps for validation and then approved via your 
facility’s appropriate review. Only after completing this process 
should a Configuration be made available to pumps for patient 
use. 
Correct use of PharmGuard® Toolbox 2 should be based on the 
following principles:

• A Review Board should thoroughly review all custom 
Configuration and infusion properties for accuracy. 

• An authorized user should promote custom 
Configurations to the Teachable promotion level. At 
this promotion level, PharmGuard® Toolbox 2 assumes 
the data has been validated and can be taught to 
pumps for use in a medical capacity.

• An authorized user should teach Teachable custom 
Configuration and infusion properties to pumps.

• Through the infusion pump’s interface, an authorized 
user should step through all custom Configuration and 
infusion properties to verify all properties are correct.

WARNING: Failure to strictly adhere to the Intended Use of 
this product can result in serious patient injury or death.

Additional Recommendations
Implementing “smart pump” technology requires much 
thought in order for the process to flow smoothly. Not 
only must the creation and validation of the Configuration 
using PharmGuard® Toolbox 2 be considered, additional 
consideration must be given to how the Configuration will 
be sent to pumps, and the wireless infrastructure in place 
in the facility if the intent is to use wireless communication 
(Medfusion® Model 4000 pump only). For these reasons, 
Smiths Medical recommends the following be considered: 

• Create and validate a communication strategy for 
educating staff on Configuration updates. 

 Create a process for ensuring Configuration updates 
are installed on pumps in a timely manner, and that 
no pumps are missed in the update process. If using 
the Medfusion® Model 4000 pumps and wireless 
communication, make sure the process specifies a 
policy for installing the updates once they are sent to 
the pumps.

 Consider doing a trial run of the update process so any 
issues can be identified before they cause problems in 
an actual update.

Note: If the Security File cannot be opened for any reason, 
PharmGuard® Toolbox 2 will instruct the user to contact the 
System Administrator for more information and terminate the 
application. 
Usability: This manual and its contents are valid for use with 
PharmGuard® Toolbox 2, Version 3.

Introduction
PharmGuard® Toolbox 2, Version 3 is an accessory software 
application for compatible Medfusion® Syringe Pumps (Model 
4000 all software versions, and Model 3500 V6). It provides 
comprehensive management and analysis capabilities, 
unlocking the advanced safety features of compatible pumps. 
PharmGuard® Toolbox 2 can be used to:

• Securely create and deploy custom Configurations to 
compatible Medfusion® pumps.

• Collect data for analysis of Drug Program usage and 
variations from the Drug Program’s custom infusion 
parameters.

• Collect History Data for analysis of a single pump’s 
operational, infusion and alarm history.

• View data in printer-friendly report format using 
Standard Reports, installed with PharmGuard® Toolbox 
2, or Custom Reports created with compatible software.

WARNING: 

•  Follow your facility’s processes for backup 
and restoration of the Configuration database 
information.

•  PharmGuard® Toolbox 2 is intended for use by 
trained, authorized personnel under the direction of 
trained medical professionals.

•  Before using PharmGuard® Toolbox 2, users must be 
thoroughly familiar with the contents of this manual, 
including all warnings, cautions, and instructions for 
use.

NOTICE: Installation of this software constitutes acceptance 
of all terms and conditions described in the Smiths Medical 
Software License Agreement.

Intended Use
PharmGuard® Toolbox 2 is intended to provide a vehicle to 
create and securely teach custom pump Configurations and 
named Drug Programs to compatible Medfusion® pumps. 
Drug Programs have associated custom infusion parameters, 
which contain specific information used in the operation of the 
pump. The software also collects pump operational, infusion 
and alarm history information, drug program usage counts, 
and associated PharmGuard™ safety event information from 
compatible Medfusion® pumps. It is intended to provide a 
useful dataset users can analyze to improve overall processes 
and lessen the likelihood of operator error when entering 
infusion parameters into Medfusion® pumps.
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• Make sure all users understand the changes being 
made to the Configuration.

 This may include creating an education strategy 
for training. The strategy could include emails, 
newsletters, posters, meetings, etc. Different strategies 
work better for different organizations, so you will 
need to decide which work best in your facility.

Symbols
The following is a list of symbols that appear on the 
product (or on its packaging), along with an explanation 
of what each mean.

f Caution

1 Consult instructions for use

< Catalog number

= Batch code

H Manufacturer

@ Authorized Representative in the European 
Community

6 CAUTION: Federal (USA) law restricts this 
device to sale by or on the order of a physician. 
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Installation and Removal
PharmGuard® Toolbox 2 is distributed on a read-only compact 
disk (CD-ROM). The CD contains all components needed for 
PharmGuard® Toolbox 2 to operate properly, demonstration 
files, and a setup program that installs the software. A valid 
license file is needed to use the software.

System Requirements
Following are the minimum system requirements needed 
to properly install and work with PharmGuard® Toolbox 2. 
Hardware needs are determined by the operating system 
requirements.

Supported Operating Systems
• Operating systems (32-bit):

 • Microsoft® Windows® 8 Professional

 • Microsoft® Windows® 10 Enterprise

• Operating systems (64-bit):

 • Microsoft® Windows® 8 Professional

 • Microsoft® Windows® 10 Enterprise

Other Required Software
• Microsoft® .NET Version 4.6. 

• Crystal Reports  2008 (if not already on host system, will 
be installed from installation CD).

Minimum Hardware
• 1 GHz 32-bit (x86) processor or 64-bit (x64) processor

• 1 GB of system memory (2GB recommended)

• 15 GB of available disk space

CAUTIONS: 

•  Systems must meet the minimum system requirements 
as listed in this manual for this software to operate as 
intended.

• Future updates to the computer’s operating system 
software, .NET Framework, installation of other software 
on the computer, or removal of installed components 
may affect the operation of the PharmGuard® Toolbox 
2. The facility should have a clearly defined process for 
qualifying existing software with new operating system 
versions and updates.

Upgrading from a Previous Version of 
PharmGuard® Toolbox 2 to Version 3
When upgrading to PharmGuard® Toolbox 2, Version 3 from 
a previous version (either version 2.0 or 2.1), some of the 
System Registry entries and files will be removed. However, the 
Database (DB) folder for the old version will remain in place.
The System Registry entries that will be removed are:

• License file; when launching Version 3 for the first 
time, the software will prompt for the location of a 
valid license file. The Version 2 License File may also be 
valid for Version 3, depending on the pumps associated 
with it. If the Version 2 license is for Medfusion® Model 
4000 pumps only, the license will transfer to Version 3. 
However, if the pumps to be associated with the license 
are Medfusion Model 3500 pumps V6, a new license file 
will need to be obtained.

• Report definition file 

• Default hospital name

Before beginning the install, verify and make note of the 
location of the Database, the License file, the Report Definition 
file, and verify the Default Hospital Name. In order to do this, in 
the current version of PharmGuard® Toolbox 2: 

• Click Tools > Options.

• The General tab displays the current Default 
hospital name.

• The Reports tab displays the current Report 
definition file (if any is selected).

• The Database tab shows the location of the DB 
folder.

• If using the same License file in Version 3, click Tools > 
Update License. The location of the current license file 
is displayed on this screen. (If a new License will be used, 
you do not need to locate the old License file.)

During the upgrade installation, when prompted for Customer 
Information, in the “Organization” section, type in the Default 
hospital name noted previously. When prompted for the 
location of the Database Folder, click Change and enter the full 
path to the DB folder noted previously (or click Browse  and 
navigate to the folder). 
Note: Typically when logging out of PharmGuard® Toolbox 2, 
the software “remembers” the User Name of the last person 
logged in, and displays this User Name in the login screen the 
next time the software is launched. The upgrade removes this 
data, so the first time Version 3 is launched both a User Name 
and password must be entered.

Once installed, open the application, and specify the License 
file noted previously (or the new one as needed) as instructed 
on page 7. If needed, click Tools > Options, and on the 
Reports tab enter the Report definition file noted previously, or 
click Browse  and navigate to the file.
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Software Installation
To install the software, insert the PharmGuard® Toolbox 2 
installation CD into the CD-ROM drive. If the computer is 
capable of automatically running CDs, the installation home 
screen will automatically launch. If the installation home screen 
does not automatically launch, navigate to the CD-ROM drive 
and click START, then click on the Install link (after viewing 
and/or printing the manuals). After the installation program 
starts, simply follow the directions to install PharmGuard® 
Toolbox 2 and all associated components.

CAUTION: You must be logged into Windows as an 
Administrator when installing PharmGuard® Toolbox 2. 
Otherwise, the setup programs may not be able to update your 
system for proper operation. When the application is launched 
for the first time, a password creation window appears. This 
password is for the Administrator account, and the first user 
to create this password and sign in automatically becomes 
the application Administrator. The PharmGuard® Toolbox 2 
Administrator should also be an Administrator on the PC.

NOTICE: Installation of this software constitutes acceptance 
of all terms and conditions described in the Smiths Medical 
Software License Agreement.

Specifying the Database Location
When installing PharmGuard® Toolbox 2, you will be prompted 
to specify where to store the database. If multiple users on a 
network will be accessing and using the software, it will be 
necessary to store the database on a network drive rather than 
on a single computer’s local drive.

To redirect the Database Folder, when the previously shown 
screen appears, click Change, then specify where to store the 
database. 

This path will need to be specified on each PC where 
PharmGuard® Toolbox 2 is installed.

Software Removal
To remove PharmGuard® Toolbox 2 and all associated 
components from a computer, access the Add/Remove 
Programs option under the Windows® Control Panel. Open 
the Add/Remove Programs window, locate the PharmGuard® 
Toolbox 2 item, and click the Remove button.
PharmGuard® Toolbox 2 can be reinstalled at any time. Refer to 
“Software Installation” for instructions on software setup. 
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Launching PharmGuard® 
Toolbox 2 for the First Time
Creating the Administrator Account/
Password
The first user to log in to the application must be the 
Administrator (since no other user accounts exist at this point). 

The password creation window appears (“Current password” 
is inactive, since there is no current password). Enter the 
Administrator account password, then confirm it.

Syringes Required Dialog
When PharmGuard® Toolbox 2 is opened for the first time (and 
any time until syringes are imported into the application), an 
error message is displayed indicating that the application has 
no imported syringes available.
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Until Medfusion® Standard Syringes Series 2 and/or 
PharmGuard® Supported Syringes (PSS) Series 2 are imported, 
a Configuration cannot be opened or created. To begin the 
syringe import process, click Yes (see ‘Importing Syringes’ in the 
User’s Manual). To delay the import process until a later time, 
click No. 
(If a User with no editing rights attempts to open a 
Configuration and no syringes are imported, the above 
message will direct them to contact the Administrator and click 
OK. They will not be able to import syringes.)
Syringes can be imported at any time by clicking the File > 
Import Syringe File... drop-down menu.

Specifying the License File
When PharmGuard® Toolbox 2 is launched for the first time, 
you will be prompted to specify the software License file. This 
file allows use of the software. The software License may or may 
not include an expiration date.
If a software License file is not available, contact Smiths Medical 
to purchase one.
To view the type and duration of the License file, click Help > 
About.

License expiration date
Products License is valid with
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To Update a License File
If the License is updated at any point, direct the software to the 
new file.

• Click Tools > Update License....

• Enter the location of the License, or click the Browse 

  button to select a location.

• Click OK.

Software Administration
There are three parts to PharmGuard® Toolbox 2 
administration—Access Control, Report Association, and 
Execution Policy. 

• Access Control refers to the security measures taken by 
PharmGuard® Toolbox 2 to limit access to the software 
and its features. This is done independently of the 
underlying Operating System using a combination of 
User Accounts, User Groups and Security Rights. 

• Reports Association is the process by which Software 
Administrators can make Reports available to 
PharmGuard® Toolbox 2 users. 

• Execution Policy refers to the general settings that 
Software Administrators can customize to define 
operational characteristics of the software. 

Access Control
To use PharmGuard® Toolbox 2, users must first log in using 
a user name and password. This user name and password 
are used to uniquely identify a User Account associated with 
the user. The User Account is a member of one or more User 
Groups that define the Security Rights granted to its respective 
members. Security Rights determine the operations a user will 
be allowed to access during a User Session. A User Session is the 
time from successful login until logout, during which time a 
user will have access to operations based on the Security Rights 
granted to the user. 

CAUTION: Keep passwords confidential and periodically 
change them to protect against security violations.
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Security Rights
There are four Security Rights implemented by 
PharmGuard® Toolbox 2: 

• Administrator* • Promotion
• Editor • Biomed

Each User Group will have one or more of these 
Security Rights enabled, thereby granting all 
member User Accounts the respective Security 
Right during log in. The following table shows 
all Security Rights supported by PharmGuard® 
Toolbox 2 and the operations that can be 
performed when granted the respective Security 
Right.

*The PharmGuard® Toolbox 2 Administrator should 
also be the Administrator on the PC. 

Features/Operations Administration Promotion Edit Biomed
Access Control √
Delete/Unlock Configuration √
Report Association √
Execution Policy √
Change Password √ √ √ √
Device Setup √ √
Learn Data √ √ √ √
Teach Data √ √
Create Package √ √
Create & Modify Configuration √ √
Open Configuration √ √ √ √
Save Configuration √ √** √ √**
Promote Configuration √ √
View Reports √ √ √ √
Import Syringes √ √

** Can only perform a “Save As”.

WARNING: Medfusion® Model 4000 pump only: In order to 
“Teach” Configurations to the pump, users will need access 
to the pump’s Biomed menu passcode. Since there are a 
variety of functions in the Biomed menu that must have 
limited access, it is recommended that Biomed security 
rights be limited, and users in that group be fully trained 
on which functions they should use. Unauthorized use of 
certain of the functions within the pump’s Biomed menu 
may create a major hazard, which could lead to serious 
injury or death to a patient.

CAUTIONS: 
• Appropriate training should be provided to all user 

groups in the functions that they will have access to, as 
well as an explanation of the consequences of misuse.

• Users should only be granted sufficient Security Rights to 
perform their respective duties; unlimited access could 
pose a security risk.

• Medfusion® Model 4000 pump only: If your facility uses 
the PharmGuard® Server, users who have security rights 
allowing them to “Create Package...” will not be able 
to deploy the package to pumps unless they have the 
deployment role activated in the PharmGuard® Server.
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User Groups
User Groups define the Security Rights granted to all User 
Accounts that are members of the respective group. These 
Security Rights determine the features and operations 
accessible during a User Session. Administrators can access 
the User Groups window by clicking Tools > Administration > 
User Groups....
The User Groups window lists all User Groups defined in the 
current Security File with a brief Description and implements 
commands to create, modify, and delete User Groups. To 
modify or delete a User Group, first select the group then click 
the respective button. 
Usability: The Administrators User Group is a built-in User Group 
with Administration Security Rights. The group’s Status cannot 
be changed and it cannot be deleted.

Creating a User Group
Beginning at the User Groups window:

• Click the New button.

• In the User Group window, type the Group name 
in the space provided. User Group names must be 
unique.

• Select the Status of the User Group from the drop-
down menu: 

Active User Group members are allowed to log 
in and are granted the Security Rights 
defined by the User Group

Locked User Group members are not allowed 
to log in and are directed to contact 
System Administrators for further 
information. 

Disabled User Group members are not allowed 
to log in and fail with an unknown User 
Account error.

• Enter a brief description of the User Group in the 
Description field. This field is optional.

• Select one or more Security Rights to associate with the 
User Group by clicking on the check box next to the 
respective Security Right. 

• Click OK to save the changes or Cancel to exit the 
window.
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Modifying a User Group
Beginning at the User Groups window:

• Select the name of the User Group you want to modify 
and click the Modify button.

• In the User Group window, modify the contents as 
needed. 

• Click OK to save the changes or Cancel to exit the 
window. 

Deleting a User Group
Beginning at the User Groups window:

• Select one or more User Groups you want to delete and 
click the Delete button. 

• Confirm the deletion. Click Yes to delete the User 
Group(s) or No to cancel the deletion and return to the 
User Groups window.
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User Accounts
When logging in to the software, users must supply both 
their User name and Password. This information is used to 
identify the respective User Account that contains an optional 
Description, the User Account’s Status, the user’s Full name and 
User Group membership information. Administrators can access 
the User Accounts window by clicking Tools > Administration 
> User Accounts.
The User Accounts window lists all User Accounts defined in 
the current Security File with a brief description and implements 
commands to create, modify and delete User Accounts. To 
modify or delete a User Account, select the account and then 
click the respective button.
Usability: The Administrator User Account is a built-in account 
and is a member of the built-in Administrators User Group. The 
account’s Status and User Groups cannot be changed and it 
cannot be deleted.

Creating a User Account
Beginning at the User Accounts window:

• Click the New button. 

• In the User Account window, type the User name used 
to identify the new account in the space provided. 
User Account names must be unique.

• Select the Status of the User Account from the drop-
down menu: 

Active User is allowed to log in and is granted 
Security Rights as defined by the User 
Groups in which the user is a member.

Locked User is not allowed to log in and 
is directed to contact the System 
Administrator for further information.

Disabled User is not allowed to log in and fails 
with an unknown User Account error.

• Enter the initial Password for the User Account and 
click OK. Confirm the password.

• Enter the full name of the person associated with 
the User Account in the Full name field. This field is 
optional. 

• Enter a brief description of the User Account in the 
Description field. This field is optional. 

• Select one or more User groups in which the User 
Account will be a member by selecting the check box 
next to the respective Group name. 

• Click OK to save the changes or Cancel to exit the 
window. 
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Modifying a User Account
Beginning at the User Accounts window:

• Select the name of the User Account you want to modify 
and click the Modify button.

• In the User Account window, modify the contents as 
needed. 

• Click OK to save the changes or Cancel to exit the 
window. 

Deleting a User Account
Beginning at the User Accounts window:

• Select one or more User Accounts you want to delete 
and click the Delete button.

• Confirm the deletion. Click Yes to delete the User 
Account(s) or No to cancel the deletion and return to 
the User Accounts window.
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Defining a Report Definition File
To define a Report Definition File:

• Enter the full path to the Report definition file or click 
the Browse  button to select a Report Definition File.

• Click OK to save changes and exit or Cancel to exit the 
window.

Usability: The Report definition file is optional. If not supplied, 
all Report Association information will be stored in the System 
Registry on the local machine. If users throughout the local 
area network need access to the information, set the Report 
Definition File somewhere on the network so all have access.

CAUTION: PharmGuard® Toolbox 2 works with the security of 
the underlying operating system when specifying the location 
of the database folder, saved records, etc. If the underlying 
operating system’s user account cannot access a folder or 
record, an error message is displayed and the associated 
operation is canceled.

Adding a Report
To add a report:

• Select the PharmGuard® Toolbox 2 Data Type from the 
Show reports for drop-down list.

• Click Add….
• At the Open Report window, navigate to the Reports 

location and select the desired file.
• Click OK to save changes or Cancel to exit the window.

Removing Reports
To remove one or more Reports: 

• Select one or more Reports to remove and click 
Remove.

• Click OK to save changes or Cancel to exit the window.

Setting a Report Source Default
To set a default for the Report Source:

• Select the Report and click the Default button.

• Click OK to save changes and exit or Cancel to exit the 
window.

Usability: The Default Report is the Report shown first in the 
menu list for the respective Data Type.

Report Association
Report Association is the process of defining Reports that will 
be available to PharmGuard® Toolbox 2 users. This is done 
through the Reports tab located on the Options window 
(select Tools > Options… > Reports tab).

• Select a Report Definition File in which all Report 
association information will be stored and accessed

• Select the Reports that will be available to 
PharmGuard® Toolbox 2 users

• Define which report is the default for the respective 
PharmGuard® Toolbox 2 Data Type. 

To select a Report Definition File, add a Report, remove one or 
more Reports, and set a default for the report source, follow the 
instructions described in the following topics in this section.
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Execution Policy
Execution Policy refers to the general settings software 
Administrators can customize to define the operational 
characteristics of PharmGuard® Toolbox 2. An example of 
Execution Policy properties is the number of minutes before a 
user is automatically logged out. Execution Policy properties 
are customized through the General tab in the Options 
window (choose Tools > Options... > General tab). 
From the General tab you can:

• Enable or disable the Auto Logout feature, and define the 
number of minutes PharmGuard® Toolbox 2 should be 
idle before automatically logging the user out. 

Enabling and Customizing the Auto 
Logout Feature
To customize the Auto Logout feature:

• Select the Auto logout after check box to enable the 
Auto Logout feature. This feature is disabled when the 
check box is not selected.

• If Auto Logout is enabled, enter the number of minutes, 
in the range 1 to 120, to wait before automatically 
logging the current user out or click the Up-Down  
buttons to set the number of minutes.

• Click OK to save Application Options or Cancel to exit 
the window.
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Redirecting Database Storage
To define where the database is stored:

• Click the Database tab in the Options window.

• Type in the new location for database storage, or click 
the Browse  button to select a location.

Remember that all users need access to the database when 
using PharmGuard® Toolbox 2, so the new pathway will need 
to be specified on each PC on which the software is installed. 
If the database is not accessible to a user (either because the 
location path is specified incorrectly on their PC or due to a 
connection loss to the network where the database is stored), 
an error message is displayed. 
Usability: When installed, the default for the database is the 
Program Files folder on the local machine. If there are multiple 
users on a local area network, the database should be saved to 
the network so all users have access.

CAUTION: PharmGuard® Toolbox 2 works with the security of 
the underlying operating system when specifying the location 
of the database folder, saved records, etc. If the underlying 
operating system’s user account cannot access a folder or 
record, an error message is displayed and the associated 
operation is canceled.

Security File
The Security File (where access control is accomplished, 
including User Groups, User Accounts and password storage) is 
automatically stored in the DB folder.
Usability: If PharmGuard® Toolbox 2 cannot open the Security 
File for any reason, the application will instruct the user to 
contact the System Administrator for more information and the 
application will terminate. If the DB folder was redirected from 
the default location path (default is C:\Program Files\Smiths 
Medical\PharmGuard Toolbox 2) and at some later point an 
Application Repair is performed, the repaired application may 
look for the DB folder in the original default location. If this 
occurs, move the DB folder to the original Program File location 
to open the application, then redirect the database location as 
indicated above.  
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Unlock Configuration
When a Configuration is opened in the Edit mode, 
PharmGuard® Toolbox 2 automatically “locks” the 
Configuration so that only one User can edit at a time. When 
the Configuration is closed, it is automatically unlocked. 
Should the User editing forget to close the Configuration, or 
if PharmGuard® Toolbox 2 terminates unexpectedly under 
certain conditions, the Configuration may stay in the locked 
state, and other Users will only be allowed to log on to view 
the Configuration (“read only”), regardless of their User Group’s 
Security Rights. 
Should this occur, the Administrator has the ability to Unlock 
the Configuration, which removes that User’s lock so that 
others can again access the Configuration.

CAUTION: Unlock Configuration should be a last resort. 
Any unsaved changes made to the Configuration up to the 
revocation will be lost. Always attempt to contact the User 
before unlocking the Configuration.

• Select Tools > Administration > Unlock 
Configuration....

• All locked Configurations will be shown in the Unlock 
Configuration window.

• Select the Configuration you want to unlock, then click 
Unlock, or click Cancel to exit the window.



18

Administrator’s ManualPharmGuard® Toolbox 2
Delete Configuration
Use the Delete Configuration feature to remove all records 
associated with a Configuration.

CAUTION: Delete Configuration cannot be undone once you 
confirm the operation. Once confirmed, the Configuration 
record will be gone.

• Select Tools > Administration > Delete 
Configuration....

• All Configurations will be shown in the window.

• Select the Configuration you want to delete, then click 
Delete (or click Close to exit the window).

• To confirm the delete operation, at the confirmation 
window click Yes, or click No to exit the window 
without deleting the Configuration.

• If confirmed, note the Configuration is gone from 
the Delete Configuration window. Click Close to exit 
the window, or select another Configuration and 
perform the previous steps again to delete another 
Configuration.
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Pump Connection Issues

Medfusion® Model 4000 Pump
PharmGuard® Toolbox 2 and the Medfusion® 4000 pump can 
communicate over a network in two ways: either wirelessly or 
directly via an Ethernet cable connected to the Ethernet port 
on the pump. 
PharmGuard® Toolbox 2 will not be able to connect to a pump 
using either method until certain procedures are performed 
on the pump. The pump Network Settings Manual contains a 
section called “Network Configuration” which explains certain 
processes and commands that must be performed for each 
pump.
The pump’s Biomed menu is passcode controlled and contains 
a variety of service/biomed oriented features. Because of the 
nature of many of these features, access to the Biomed menu 
should be strictly controlled and only those persons who 
have an absolute need should be given the Biomed passcode 
(such as those who will be teaching configurations to pumps). 
They should also be trained in the procedure for accessing the 
menu and instructed to perform only those operations in the 
Biomed menu for which they have received training.

LAN communication
Connection over the Local Area Network (LAN) requires that 
the pump be connected to a network using an Ethernet cable 
or wirelessly. When teaching a Configuration to a pump via 
a LAN connection, you will use the PharmGuard® Toolbox 2 
“Teach Configuration” feature, or alternately by using the 
PharmGuard® Server to send a “package” to pumps.
Additionally, when communicating directly over a LAN, the user 
will be required to access the specific pump’s Biomed menu to 
“Enable External Com” (Command) when pump connection is 
attempted (the connection will remain active until the pump 
is turned off). The new Configuration can be installed via the 
pump’s System Update Status screen (in the Biomed menu) 
or by turning the pump off, at which point a “Confirm System 
Update” screen is displayed on the pump.

PharmGuard® Server Communication
Communication with multiple pumps at one time can be 
done through the PharmGuard® Server. When teaching a 
Configuration to pumps via the PharmGuard® Server, use 
the PharmGuard® Toolbox 2 “Create Package...” feature, 
and deploy the package via the PharmGuard® Server. If you 
have permissions and the Biomed passcode, enter the pump’s 
Biomed Menu and select “System Update Status”, which will 
display whether there is an update package available for 
installation on the pump; follow the instructions on the pump 
screen to install the update. Otherwise, turn the pump off , at 
which point a “Confirm System Update” screen is displayed on 
the pump; follow the instructions on the pump screen to install 
the update.

Note: Medfusion® Model 4000 pump only: Rarely, transient 
network issues may occur that interrupt communication with 
pumps, particularly when teaching or learning very large 
Configurations. When this happens, PharmGuard® Toolbox 2 
may close the connection to the pump and display an error 
message. If this occurs, reconnect to the pump (Pump > 
Connect); it may also be necessary to turn the pump off, then 
turn the pump back on and “Enable External Com” again before 
attempting to reconnect.

Medfusion® Model 3500 Pump V6
The Medfusion® Model 3500 pump V6 can communicate via 
the RS232 cable connecting the pump’s RS232 connector to a 
communications port on a PC.
The pump’s Profile Settings menu is passcode controlled 
and contains a variety of features. The menu should be strictly 
controlled and only those persons who have an absolute 
need should be given the passcode (such as those who will be 
teaching configurations to pumps). They should also be trained 
in the procedure for accessing the menu and instructed to 
perform only those operations for which they have received 
training. 
Once a single pump has been taught a validated Configuration, 
the pump can be used to Teach other pumps using a process 
called “Configuration Cloning”. The instructions for using the 
Configuration Cloning process are included in the Medfusion® 
Syringe Pump Model 3000 Series Technical Service Manual.
Errors in the Configuration Cloning process can be caused by 
a variety of issues. If the process is initiated, but the Teaching 
pump is not in Teach mode, or the Learning pump is not in 
Learn mode, an alarm will sound and the following message is 
displayed:

Learn Error - Remote Not in Teach Mode
Verify that the pumps are in the appropriate modes. If 
Configuration Cloning continues to fail, check:
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Type of Problem Remedy

Alignment The two pumps may not be back-to-back so that the infrared outlets are aligned facing 
each other. Properly realign the pumps.
If you have the optional Smiths Medical Cloning Block, try using it here.

Incorrect Teaching setup The teaching pump may be incorrectly set up. Exit the Teach Mode, then re-enter it and try 
again.

Incorrect Learning setup The learning pump may be incorrectly set up. Exit the Learn Mode, then re-enter it and try 
again.

Different pump software version Both pumps must have the same software versions in order to use configuration cloning.

Damaged pump One or the other of the pumps may be damaged or malfunctioning. To determine which:
Select and set up another pump for Learning and try again. If this succeeds, the first 
learning pump is malfunctioning. Have it inspected by a trained biomedical technician.
Select and set up another pump for Teaching and try again. If this succeeds, the first 
teaching pump is malfunctioning. Have it inspected by a biomedical technician.
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